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distributed systems-engineering specification authored and published exclusively by MYRILUM LIMITED, a
private company limited by shares ( BODY CORPORATE ) duly incorporated under the Companies Ordinance
(Cap. 622 of the Laws of Hong Kong), bearing Company Number and Unique Business Identifier (UBI)
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CENTRAL, SHEUNG WAN, HONG KONG . MYRILUM LIMITED acts solely and strictly as the Protocol & Software
R&D Author of the underlying state-machine software and the 100% client-side non-custodial MYRILUM
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Nothing in this specification constitutes a prospectus under the Companies (Winding Up and Miscellaneous
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investment scheme (CIS) under the Securities and Futures Ordinance ( Cap. 571), a regulated stablecoin
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ledger primitives and non-circulating deterministic benchmark states engineered to formalize and verify
Cap. 656 Schedule 2 solvency invariants, Cap. 615 / FATF Recommendation 16 cryptographic Travel Rule
commitments, and BCBS SC060 risk-isolation properties in state-machine bytecode. Both LHKD and LUSD
enforce a protocol-locked zero-yield invariant (1,4, = 0) with zero interest, rebasing, dividend, or profit-sharing
rights. In strict compliance with the Personal Data (Privacy) Ordinance ( Cap. 486 ), all protocol state roots,
compliance envelopes, and technical artifacts contain zero natural-person Personally Identifiable Information
(Zero Individual PlI).
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Abstract

Autonomous machine-to-machine commerce requires financial settlement infrastructure capable of clearing verifiable
inference, confidential compute, and cross-market liquidity at millisecond timescales, yet contemporary systems remain
trapped between high-friction legacy payment rails and compliance-blind sequential blockchains. Deferred-net-
settlement card networks and correspondent wire rails ( IS0 20022 ) impose fixed per-authorization clearing floors of
$0.15 to $0.30 alongside multi-day settlement latency ( T+1 to T+3), rendering sub-cent HTTP 402 Payment Required
( x402 ) machine micropayments economically irrational. Conversely, general-purpose smart-contract blockchains
enforce one-dimensional scalar account nonces whose M/G/1 Pollaczek-Khinchine queueing delay diverges
hyperbolically under concurrent multi-threaded agent workloads, compel institutional treasuries to hold volatile native
tokens to pay execution gas, and rely on application-layer ERC-20 blacklists that are systematically circumvented
through vault-wrapping indirection and cross-chain solver fronting.

We present the formal state-machine specification, consensus proofs, and cryptographic architecture of MYRILUM
Linghe Chain ( ChainID = 88888, 0x15b38), a sovereign Layer-1 blockchain anchored to immutable Genesis Block-0
SHA-256 96208e9900b218935143be3024d2602566a86d61caad06d42399f35h83afd991 . Consensus is executed by Commonware
Simplex BFT across a four-jurisdiction institutional validator committee ( HK-HKMA , SG-MAS , JP-FSA, CH-FINMA ;
n=3f+1=4,f=1,q=3)registered in the kernel precompile @xcccccccco00000000 00000 00 , achieving
single-slot deterministic finality within A

=250 ms with zero reorganization probability (P, = 0). State execution is

slot

driven by a customized Paradigm Reth modular Rust engine configured with a 3,000,000,000 gas-per-slot ceiling (

O = 1.2 10" Gas/s), EIP-3541 oxef sentinel zero-copy Rust precompile routing, type- 0x76 two-dimensional parallel

nonces (k,v) € {0,...,2"2 =1} x {0, ...,2% — 1} managed at oxde4fae4345 0000 00000000 across 32 lock-

free settlement lanes (20/20 concurrent agentic batch settlements finalized in ~1,004 ms with zero nonce collisions),
and protocol-native LUSD / LHKD gas sponsorship via TIP Fee Manager (@xfeec 00000 0000 0000 ).

At the state-primitive, compliance-invariant, and interoperability layers, Linghe Chain orthogonally separates the

consensus staking ledger primitive ( LHC , 0x20C00000 0000 00000 o ) from enshrined fiat-referenced
ledger primitives and non-circulating deterministic benchmark states LUSD ( 9x20C0000000000 000000 00000
1, verified benchmark solvency ratio p, =100.50% on a $10,000,000.00 reference liability state) and LHKD ( 0x20C0000000
0000000000000000 0000 2, verified benchmark solvency ratio P, = 101.20% on a HK$78,000,000.00 reference
liability state). Kernel-enshrined TIP-403 sanctions screening ( 0x403c 000 000 ), domain-
separated LINGHE_CAP656_HQLA_V1 binary Merkle Proof-of-Reserve ( 0x880000 00000 00000 1), the
bytecode-locked Hong Kong Monetary Authority (HKMA) Linked Exchange Rate band mryxya € [77500, 78500] ( 9x890000
000000 00000 00001 ), sliding-window FATF Recommendation 16 Travel Rule envelopes, ERC-8004
agent registries ( 0x80040 0000000 000000 1 — 0x8004 0000000 000000 00003 ), canonical
low-s EIP-7951 P-256 confidential-compute verification ( 0x00 00000 0000 100 ), ERC-7683 +

BN254 Grothl6 (815,381 gas, ~936 ms fulfillment) bidirectional escrows across six external chains, post-genesis
LingheSovereignSecurityGuardV5 mandatory timelock governance, and the zero-dependency MYRILUM Linghe0S
Wallet establish a formally verified distributed settlement architecture.

Global Mathematical Notation and Cryptographic Primitives

Throughout this specification, N, = {0, 1,2, ...} denotes non-negative integers, N,» = {0, 1,...,2"™ — 1} denotes bounded
m-bit unsigned integers, B, = {0, 1}8" denotes k-byte octet sequences, A = B,y denotes the 20-byte canonical address
space, and I denotes unambiguous byte-level concatenation. Table 0.1 defines the canonical mathematical symbols
and cryptographic constants enforced across the Linghe Chain state machine.

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065) Page 6 of 69
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Complete six-tuple world state of Linghe
Chain (ChainID = 88888 /
0x15b38 ) at a finalized slot height.

Deterministic transaction-level and block-
level state-transition operators executed
by the Paradigm Reth Rust kernel.

Simplex BFT validator committee
cardinality, maximum Byzantine fault
bound (f < n/3),and 3-o0f-4
supermajority quorum threshold.

Pipelined consensus slot duration,
unknown Global Stabilization Time under
partial synchrony, and post-GST honest
delivery bound.

Quorum-signed Ed25519 notarization
certificate, irreversible single-slot finality
certificate, and local-timeout dummy skip
certificate.

Maximum per-block computational gas
ceiling and sustained execution bandwidth
across 250 ms consensus slots.

Two-dimensional parallel nonce
coordinates ( nonceKey k, channel
sequence v) managed by 0x4e4f4e43450

nnnnnnnnnnnn

Per-account 2D nonce manifold mapping
sender s and channel k (k = 0 legacy
sequential; k > 1 parallel 0x76 lanes) to
expected vy i .

Base-field prime modulus of the BN254
(alt_bn128 , embedding degree

k.mp = 12) pairing curve over

E(F, yy? =x +3.

Prime scalar subgroup order of BN254
governing public signals x € I, and
Groth16 proofs 7 = (A, B, C).

Prime-order rgy source groups (E([Fq )
, BN
and D-type sextic twist E (Fgz ),
BN

cyclotomic target group, and optimal Ate
bilinear pairing ( 0x08 ).

Bijective big-endian [imag, reall
Fe coordinate permutation required by
BN

00

EVM precompile 0x 000

000 8.

Prime group order of NIST P-256

( secp256r1 ) verified natively via Osaka

EIP-7951 precompile 0x000000000000
0000 0000100 .
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Canonical low-s malleability threshold
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LingheSovereignSecurityGuardVs .

Protocol reference solvency model HQLA
valuation R, , deterministic benchmark
TIP-20 liability state L,, and fail-closed
solvency ratio p, .

Scaled HKMA Linked Exchange Rate
parameter (10’4 HKD/USD precision; par
midpoint 7z, = 78000, i.e., 7.8000
HKD/USD ) in 0x89 000

000 i1y.

Mandatory sovereign governance timelock
execution horizon (A, € (0,30 days]) and
cross-chain escrow anti-double-spend
refund grace buffer.

Enshrined 6-decimal (106 atomic units)
Genesis TIP-20 ledger primitives and
deterministic benchmark states
(0x20C0...0000 — 0002 ) bearing
"@xef" sentinel dispatch bytecode.

Native parallel multi-call transaction
envelope and domain-separated third-
party gas-sponsorship signature digest.

Effective gas price min(f .y » frase T fprm),
pre-execution stablecoin lock ceiling, and
Fee AMM cross-currency conversion

operator ( 0xfeec...0000 ).

Quadratic extension field and non-residue
twist parameter defining
m@yf:fﬂw+mmg.

BN

Domain-separated custodian leaf hash

0000

verified against 0x88 00

nnnnnnn

000 1 binary Merkle

roots.

Sliding 24-hour anti-structuring cumulative
volume functional enforcing FATF Rec.
16 thresholds (single transfer
US$1,000.00 / HK$7,800.00; 24h rolling
cumulative US$5,000.00 / HK$39,000.00).

SECTION 01

First Principles and Architectural Motivation

1.1 Formalization of the Sovereign Agentic Settlement Trilemma

The emergence of autonomous software agents executing continuous machine-to-machine procurement—purchasing

confidential GPU inference, real-time financial market data, and cross-chain liquidity without human-in-the-loop
intervention—alters the foundational workload assumptions of payment and distributed-ledger systems. Let an

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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institutional settlement fabric be evaluated across three orthogonal operational properties:

1. Sub-Second Deterministic Finality (;,): Every accepted state transition attains irreversible finality within
bounded wall-clock latency Trinaiiy < Asior = 250 ms with strictly zero probability of ledger reorganization (P, = 0)
and zero Recovery Point Objective (RPO = 0), enabling synchronous inline settlement within a single HTTP 402
request-response cycle.

2. Lock-Free Micro-Settlement Concurrency (?...): A single institutional treasury or autonomous coordinator
sharing cryptographic authority across K » 1 concurrent execution threads can dispatch causally independent

micropayments at high aggregate Poisson arrival rate A without mutual queueing interference, head-of-line (HoL)

conc

stalling, or volatile native-asset gas inventory requirements.

3. Kernel-Enshrined Multi-Jurisdictional Compliance (?Comp): Every value transfer satisfies statutory anti-money-
laundering sanctions non-circumvention, bankruptcy-remote > 100% fiat reserve invariance ( Cap. 656 Schedule
2), and threshold-triggered FATF Recommendation 16 Travel Rule auditability at the execution-kernel boundary,

without exposing natural-person Pll on the public ledger.

Existing financial and blockchain architectures satisfy at most two of (P, Peonc » Peomp )» 9iving rise to three structural
failure modes that motivate Linghe Chain from first principles:

Failure Mode | — Economic Irrationality of Deferred-Net-Settlement Rails for Machine Micropayments. Legacy
card networks and correspondent banking rails ( IS0 20022 ) separate real-time authorization from deferred batch
clearing ( T+1 to T+3), pricing counterparty credit risk and Nostro/Vostro liquidity lockups into a fixed per-transaction
clearing floor cg,.q € [$0.15,$0.30] plus proportional interchange n,.. €150 bps, 300 bps]. Consider an autonomous agent
invoking a hardware-verified inference API priced at p € [$0.001, $0.10] yielding marginal informational utility v > p with
U~ P < Cxeq - Under legacy rails, net buyer surplus is strictly negative (uygen =0~ P~ Cpixea — 7, P < 0), collapsing per-call
market clearing and forcing providers back into custodial pre-funded API balances that recreate counterparty default
exposure.

Failure Mode Il — Pollaczek-Khinchine Queueing Divergence in 1D Sequential-Nonce Blockchains. Standard EVM
protocols ( EIP-1559 type 0x@2 ) map each sender address s € A to a single scalar counter v € N, requiring strict total
ordering v,v+ 1,v+2, ... across all outbound transactions regardless of whether their state write-sets intersect. When K
concurrent agentic worker threads submit transactions from a shared treasury s at aggregate Poisson rate 1 with per-
transaction confirmation service time S (mean E[S] = 1/u, , second moment E[S?], utilization p, = Au,), the account
collapses into a single-server M/G/1 queue whose steady-state Pollaczek-Khinchine mean waiting time satisfies:

. 21 p, —> 17
EfwiD = AET A 2
W 1= =77

More critically, if a single transaction bearing scalar nonce v, experiences packet loss or transient fee underpricing,
every subsequent signed transaction v > v, is trapped in the mempool Queued buffer, inducing deterministic HoL
paralysis across all K threads. Requiring each agent to maintain a separate volatile native-coin balance solely to pay
execution gas further violates corporate treasury mandates prohibiting unhedged speculative cryptoasset exposure
( BCBS SC060 Group 2 treatment).

Failure Mode lll — State-Transition Circumvention of Application-Layer Compliance Contracts. On general-
purpose blockchains, regulated stablecoins implement sanctions blacklists as isolated contract-level checks inside
ERC-20.transfer . Under permissionless smart-contract composability and cross-chain intents, this application-layer
perimeter fails along three vectors:

e Wrapper Indirection: Prior to sanctions designation, an entity deposits regulated token T into an immutable vault
contract W minting bearer shares W(T). Subsequent transfers mutate storage exclusively inside W without invoking
T, rendering T’s internal blacklist blind to secondary circulation.

e Cross-Chain Solver Fronting: A sanctioned originator on an external chain locks assets in an intent escrow,
prompting an unblemished market maker (solver) to deliver clean stablecoins from its own inventory on the
destination chain unless bilateral originator/beneficiary screening is enforced at the settlement customs gate.
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e Statutory Privacy-Audit Collision: Recording plaintext originator/beneficiary names on-chain violates data-protection
statutes (such as the Hong Kong Personal Data (Privacy) Ordinance, Cap. 486 , and EU GDPR), whereas omitting

verifiable linkage violates anti-money-laundering wire-transfer rules ( Cap. 615 AMLO and FATF Recommendation

16).

By lifting account nonces onto a two-dimensional product manifold (k, v) and sharding arrival intensity 4 across K = 32
independent parallel channels (1, = 4/32) serviced deterministically per slot D = Ay, Linghe Chain collapses steady-

state queueing delay to:

32-Lane) 1 _ (A/32)- D’
[E[Wﬁl ] TT=7D732)

expanding per-treasury concurrency capacity by 32 x in the default gateway configuration ( 20/20 concurrent agentic

batch settlements empirically finalized in ~1,004 ms with zero nonce collisions) while eliminating HoL propagation

across independent channels. Table 1.0 contrasts these structural properties across four settlement paradigms.

Architectural
Dimension

Legacy Card & Wire
Rails ( IS0 20022)

Sequential 1D-Nonce
L1s ( EIP-1559)

Centralized-Sequencer
L2 Rollups

MYRILUM Linghe
Chain ( ChainID:
88888)

Deterministic Finality &
Preorg

Micro-Settlement Floor
& Gas Asset

Treasury Concurrency
Topology

Sanctions & Reserve
Enforcement

Cross-Chain
Interoperability

Deferred batch ( T+1 to
T+3 ), chargeback
reversible

$0.15-%0.30 clearing
floor ( X402 infeasible)

Custodial API ledger
(counterparty credit risk)

Closed banking silos
(non-programmable)

Multi-hop correspondent
Nostro/Vostro

Multi-slot ( 12 s - 15
min ), Preorg > 0 pre-
finality

Volatile native gas coin
required ( BCBS SC060
friction)

1D scalar v € N, (severe
HoL stall)

Porous ERC-20
mapping (bypassable
via W(T))

Custodial multisig
bridges (honeypot risk)

Soft confirmation ( ~2
s ), 7-day challenge
window

Volatile L1 data-posting
gas exposure

1D scalarv € N, +
single-sequencer SPOF

Application-layer only;
no enshrined PoR

Canonical bridge
withdrawal lag

Single-slot 250 ms
(Simplex BFT),
Preorg =0, RPO =0

Sub-cent x402 native
in LUSD / LHKD
(0xfeec...0000)

2D manifold
(k,v) e Njio2 X Noyea
( 32+ lock-free lanes)

Kernel TIP-403
(0x403c...0000) +
fail-closed Cap. 656
Merkle PoR

ERC-7683 + BN254
Grothl16 (815,381
gas, ~936 ms fill)

1.2 Seven-Layer Sovereign Protocol Stack and Canonical 9+6+2 Topology

MYRILUM Linghe Chain resolves the Sovereign Agentic Settlement Trilemma by co-designing consensus, multi-
dimensional parallel execution, kernel-enshrined monetary compliance, multi-curve hardware/zero-knowledge
cryptography, and zero-dependency client security as a unified seven-layer state machine (Figure 1). Rather than

deploying foundational registries via post-genesis EOA transactions, all three TIP-20 protocol currencies and nine
sovereign system contracts are deterministically compiled and embedded directly into Block 0, paired with six custom

Rust execution-kernel precompiles and two native algebraic/hardware cryptographic precompile suites ( 9+6+2

canonical architecture), augmented post-genesis by LingheSovereignSecurityGuardV5 and external bidirectional

ERC-7683 escrows without mutating Block @ .

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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‘ FIG.01 SEVEN-LAYER SOVEREIGN PROTOCOL STACK & ENSHRINED ADDRESS TOPOLOGY GENESIS 01a390d7..

L3

Sovereign BFT Governance & v5.0 Security Guard

0x8900..0004 (3-of-4 HK/SG/JP/CH Multisig)

Omnichain Intent Customs & Dual-Curve Verifiers

0x8900..0001 Settler + OriginEscrow7683 (EVM+Solana)

ERC-8004 Autonomous Agent Economy & x402 Gateway

0x8004..0001 Identity | 0x8004..0002 Reputation

Cap. 656 Solvency Vault & Bounded Session Keys

0x8800..0001 Reserve Merkle PoR & FATF Rec. 16 Hash

Rust Kernel-Enshrined RegTech & FX CLOB Precompiles

RUST KERNEL 0x403c.. TIP-403 Sanctions Gate | Oxdec@.. Stablecoin CLOB

L2
ONETARY 0x20C0..0000 LHC (Staking) | 0x20C0..0001 LUSD (100.50% PoR)

Enshrined TIP-20 Sovereign Monetary Assets (6 Decimals)

Tempo Reth Parallel EVM & Commonware Simplex BFT Kernel

250ms Single-Slot Finality - 3,000,000,000 Block Gas Limit

LingheSovereignSecurityGuardV5 (Mandatory Timelock eta)

0x8900..0002 BN254 ZK Bridge | 0x8900..0003 P-256 Verifier

0x8004..0003 Validation Escrow (80%/20% Atomic Royalty)

0x8402..0001 Non-Custodial Bounded Session Key Manager

1%2]
=1
o
[
[%2]
=]
o
=
w
w
=
~
x
N
o
=1
=
(=]
E
<

0x4e4f.. 2D Nonce | Oxfeec.. Stablecoin Gas | Oxaaaa.. Keychain

0x20C0..0002 LHKD (Cap. 656 Policy #2 Bound - 101.20% PoR)

0x06/07/08 BN254 Pairing - 0x0100 EIP-7951 P256VERIFY

FIGURE 01 — Seven-Layer Sovereign Architecture Mapping 9 Genesis Contracts, 6 Rust Precompiles & v5.0 Security

Guards

Note: All enshrined contract and precompile addresses are deterministically anchored in Genesis Block 01a390d7 ...

Table 1.1 enumerates the complete Single-Source-of-Truth (SSOT) on-chain address registry anchored in Block 0

(ChainID = 88888).

Sovereign Layer

Module / Precompile Identifier

Canonical On-Chain
Address ( ChainID:
88888)

Formal Architectural
Responsibility

Enshrined Assets

Enshrined Assets

Enshrined Assets

Agentic Economy

LHC (Linghe Coin)

LUSD (Linghe USD)

LHKD ( Linghe HKD)

LingheERC8004IdentityRegistry

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

0x20C0000000000000000  6-decimal validator staking

0000 0 equity, security budget &
base compute unit

0x20C0000000000000000 6-decimal 1:1 USD HQLA
00000 1 settlement & x402 gas-

sponsorship coin
(100.50% PoR)

0x20C0000000000000000 6-decimal Cap. 656 1:1
000000 02 HKD settlement coin bound
to TIP-403 Policy #2

(101.20% PoR)

0x8004000000000000000  Sovereign ERC-8004

00 1 agent identities, service
URIs & zero-Pll ZK-KYB
credentials
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Sovereign Layer

Agentic Economy

Agentic Economy

Session Security

Cap. 656 Reserve

Omnichain FX

ZK Light Bridge

Hardware TEE

Governance

Kernel Precompile

Kernel Precompile

Kernel Precompile

Kernel Precompile

Kernel Precompile

Module / Precompile Identifier

LingheERC8004ReputationRegistry

LingheERC8004ValidationEscrow

LingheSessionKeyManager

LingheComplianceReserveVault

LingheOmnichainSettler

LingheZkLightClientBridge

LingheHardwareAttestationVerifier

LingheSovereignTimelockMultisig

TIP-403 Policy Registry

Enshrined StablecoinDEX

2D Nonce Manager

Account Keychain

Simplex Validator Config

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

Canonical On-Chain
Address ( ChainID:
88888 )

0x8004 000000
000000 02
0x8004 000000
000000 03

0x8402000000000000000

000 1

80 000000
0x88
00000 1
0x890 000000
0000 01
0x8900 000000
0000 2
0x8900 000000
0000 3
0x89000 0000000

D000 1
vyuvu

0x403c000000000000000

0x4e414e4345000000000

00

0xaaaaaaaad0000000000

00

@xccececccccoon00000000

00 0

Formal Architectural
Responsibility

Payment-linked x402
settlement scores & TEE-
verified inference reputation
ledger

Verifiable Al task escrow,
TEE quote gating & atomic
80% / 20% royalty split

Bounded ephemeral
session keys (per-tx cap,
cumulative cap, expiry &
target allowlist)

Fail-closed >= 10,000
bps Merkle PoR root &
zero-Pll FATF Rec. 16
digest vault

ERC-7683 sub-second
intent customs & HKMA
[77500, 78500] Linked
Rate pool

BN254 Grothl6 cross-
chain state-root verifier &
nullifier-locked settlement
vault

Silicon P-256 vendor root
registry (NVIDIA H100 /
AWS Nitro) & PCRO
measurement lock

Four-jurisdiction ( HK-
HKMA , SG-MAS , JP-
FSA, CH-FINMA) 3-of-
4 multisig

Native Rust execution-
kernel whitelist/blacklist
transfer policy engine

Kernel central limit order
book (CLOB) FX liquidity
engine ( LUSD/LHC ,
LHKD/LHC)

Type- 0x76 two-
dimensional parallel
channel sequence state
manager

Protocol-level delegated
account keychain &
WebAuthn / Passkey
authorization

Simplex BFT validator

committee Ed25519 keys
& cross-jurisdiction weight
registry
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Sovereign Layer

Kernel Precompile

Standard / Crypto

Standard / Crypto

Module / Precompile Identifier

TIP Fee Manager

Canonical Permit2

BN254 & Osaka P256VERIFY

Canonical On-Chain
Address ( ChainID:
88888 )

0xfeec000000000000000

0x000000000022d473030
f116ddee9f6b43ac78ba3

D000 D

0x0000000000000000000

00
\AY)

6 - 0008 / 0x000000000

Formal Architectural
Responsibility

Native LUSD / LHKD gas
sponsorship, fee-AMM
conversion & validator fee
accounting

Signature-based bounded
token witness approvals
eliminating infinite ERC—
20 allowances

alt_bnl128 ecAdd,
ecMul, ecPairing
(0x08 )& EIP-7951
secp256rl (0x0100)

000000100

World State Tuple and Global State-Transition Operator

2.1 Algebraic Decomposition of the Six-Component World State ¢

To capture protocol-enshrined monetary, compliance, and concurrency semantics that lie outside standard EVM
contract storage, we formalize the global world state o € ¥ of Linghe Chain at any finalized block height » € N, as an
explicit six-component algebraic tuple:

o= (Uacc > UtipZO > O-tip403 > Ononce2d » Fdex » O-sys)

Each projection governs a distinct, non-aliasing state domain within the customized Paradigm Reth execution engine:

1. Account & Keychain State (o, ): Maps every address a € A t0 o,..[a] = (v4,9,b,, §4, €4, K, ), cOMprising the legacy

acc
scalar nonce v, , € N,« (aliased strictly to channel k = 0), native balance b, € N s, sparse Merkle-Patricia storage
root s, € B;,, code hash ¢, € B;,, and delegated Account Keychain ( @xaaaaaaaa0000000 00000 000 )
authorization descriptors X, . For the three enshrined TIP-20 token addresses ( 0x20C0...0000 — 0002 ), the

runtime code field is initialized in Block @ to the single-byte EIP-3541 sentinel "oxef" . Whenever the execution

dispatcher encounters "@xef" or an enshrined precompile prefix, it bypasses the EVM stack interpreter and
invokes LLVM-vectorized native Rust state transitions with zero serialization copy.

2. Enshrined TIP-20 Monetary & Fee-AMM State (0, ): Defines the 6-decimal (10° atomic units per unit) balance
ledger 00 : Tenshrined XA — Ny OVer Tepgineg = {LHC, LUSD, LHKD}, inline short-string metadata slots ( 0x02

000

name, 0x03 symbol, 0x04 fee-settlement eligibility), and the TIP Fee Manager ( 0xfeec0o@ 0000

0000000000 ) state tuple (userTokens, validatorTokens, collectedFees, FeeAMM) .

3. Kernel TIP-403 Compliance Policy State (o,;,;): Resides in the native Rust TIP-403 Policy Registry (ox403c
00000 00 0000000 ), mapping policy identifiers p,, € Ny« to (modep‘d,sp‘d) where SP\d A —{0,1}

encodes sub-microsecond address authorization predicates. LHKD ( 0x20C0000 000 000 2)is

cryptographically bound at Genesis to Policy #2 , intercepting every transfer, mint, burn, DEX fill, or cross-chain
settlement at the Rust kernel boundary.

4. Two-Dimensional Nonce Manifold (o,,...q): Managed by 2D Nonce Manager ( @x4e4f4e4345000 00000
00000000 , whose upper five bytes encode ASCII "NONCE" ), realizing the product mapping o, ,ncerq A X Nyi2 — Nya
with (s, k) - v . Channels k > 1 provide 217 - causally orthogonal concurrency lanes per account (standardized
in production gateways as 32 lock-free lanes over k € {101, ..., 132}).
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5. Enshrined StablecoinDEX Order-Book State (o, ): Maintained at oxdec0000 00000 0000 ,
storing price-time-priority central limit order book (CLOB) ticks and resting liquidity queues for institutional pairs
(LUSD/LHC and LHKD/LHC).

6. Sovereign System & Governance State (o,,,): Encompasses the storage tries of the nine Genesis Block-0
sovereign contracts ( 0x8004...0001 — 0003 , 0x8402...0001 , 0x8800...0001 , 0x8900...0001 — 0004 ), the
active consensus committee table in Simplex Validator Config ( @xcccccccco0000000 00000 000 ),

and the post-genesis LingheSovereignSecurityGuardV5 timelock queue and document-anchor state.

Because each kernel precompile ( 9x403c...0000 , 0xdecO...0000 , 0x4edf4ed345...0000, Oxaaaaaaaa...0000 ,
@xcccccecc. ..0000, 0xfeec...0000 ) and each enshrined TIP-20 currency ( 0x20C0...0000 — 0002 ) occupies a
disjoint, collision-free 20-byte canonical address prefix in A, the global state commitment R.1q(0) € B3, embedded in
every block header H, 4, is computed uniformly over the parallel sparse Merkle-Patricia trie ( MPT ):

Ryon4(0) = MPT, . 4 (Keccak256(a) ~ RLP([v, (, by, $,(0), €,1))

where s, (0) € B;, commits to the exact underlying projection slice (00 > T1ipa03 » Tnoncead » Tdex » OF Tsys) OWNEd by address
a. Consequently, external zero-knowledge verifiers ( LingheOriginEscrow7683 and LinghezZkLightClientBridge at ox
890000 0000 000 2) authenticate both kernel-precompile settlements and Solidity contract
storage against a single 32-byte lingheStateRoot .

2.2 Immutable Genesis Block-0 Anchor and 3, 000,000,000 Gas Execution Bandwidth

Linghe Chain activates the Ethereum Osaka instruction set at Genesis ( osakaTime = 0 ), exposing native EIP-7951
P256VERIFY ( 0x00000 0000 0000 100 ) from Block @, and configures a deterministic per-slot gas
= 3,000, 000,000 Gas across Ay, =250 ms intervals. This yields a sustained computational bandwidth of:

ceiling of G

max

— Guax — 3.000,000,000 Gas _ 10
Ogys = & = 22— = 1.2x 10" Gas/s

slot

representing an exact 4, 000 x execution-bandwidth expansion relative to a 3.6 x 10’ Gas/12 s (3 x 10° Gas/s) sequential
Layer-1 baseline. To prevent state-trie I/O amplification from stalling sub-second consensus, Paradigm Reth retains
hot account and storage slots in an in-memory execution cache, computes dirty Merkle-Patricia sub-tree digests
concurrently across multi-core work-stealing thread pools ( reth-trie-sparse ), segregates high-frequency TIP-20
payment flows into dedicated payload-builder lanes immune to complex smart-contract gas auctions, and flushes
committed pages asynchronously into a zero-copy memory-mapped MDBX store.

DEFINITION 2.1 — Sovereign Genesis State Invariant

Let g, € X denote the canonical Genesis state of Linghe Chain (ChainID = 88888 / 0x15b38). The serialized
Genesis specification satisfies the immutable cryptographic digest constraint:

SHA-256(CanonicalJSON(c,)) = 96208e9900b218935143be3024d2602566a86d61caa906d42399f35b83afd991

Within o,, all three TIP-20@ native currencies ( 0x20C0...0000 — 0002 ) carry "@xef" sentinel bytecode and
initialized metadata slots, and all nine sovereign system contracts ( 0x8004...0001 — 0003 , 0x8402...0001 ,
0x8800...0001 , 0x8900...0001 — 0004 ) are pre-mounted with deterministic viaIR -compiled runtime bytecode
at nonce = 0x1 and balance = 0x0 . Every validator and Sovereign JSON-RPC Gateway verifies this SHA-256
digest in fail-closed mode prior to mounting state, eliminating CREATE / CREATE2 deployer-key hijack surfaces
and initialization front-running windows. Subsequent institutional audit enhancements—specifically
LingheSovereignSecurityGuardV5 —are deployed strictly as post-genesis state transitions o, (» > 1) bound to ox

89 0000 0000 000004 without mutating o, .

2.3 Transaction-Level Y(o, T) and Block-Level Y (o, B, ) State-Transition Operators

In addition to legacy EIP-1559 ( 0x02 ) transactions, Linghe Chain natively multiplexes EIP-2718 transaction type
0x76 ( TxEnvelopeTempo ), defined as the RLP-encoded tuple:
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: y y; 9
TOX76 = 0x76 | RLP([ChalnIda fprio= fmax ’ Glimitz calls, "facc ’ k’ v, tbefore’ taﬁerb tfee7 apayer? ‘fauth ’ Kéuth ’ O-sender])

where calls = [(c;,v;,d; )];": 1
defines protocol-enforced temporal validity bounds, ts.. € Tnnined deSignates the user settlement currency, and o,

optionally carries a third-party sponsor signature over the domain-separated 0x78 digest binding the exact sender

is an atomic multi-call batch vector, (k, v) specifies the 2D nonce coordinate, (¢,se;» tpefore )

address:
Hioepayer = Keccak256(0x78 1 RLP([chainld, foio finax > Giimit> CAlS, £oe Ko ¥, tegre s Lafier Lree sender, £, Koy 1)

Let foq = min(fmax, Sfrase T fprio) be the effective gas price, p € {sender, feePayer} the resolved fee payer,
t, € {LHC,LUSD, LHKD} the payer’s fee token, and t, = validatorTokens[v, ] the preferred settlement asset of block
proposer v, . The transaction-level operator ¢ = Y(o, T) executes as a five-stage atomic pipeline:

1. Envelope, Window & Canonical Signature Verification: Verify chainId == 88888, f,4., < fpiock < lhefore» CANONICAl
low-s signature validity of o, (@ND Tpyyer

0000000 00000 0000 ) delegation bounds.

over Hiepyye, If sSpOnsored), and optional Account Keychain ( 0xaaaaaaaa

2. Orthogonal 2D Nonce Transition: Assert v = 0,,,..24 (5, k) via 0x4e4f4ed345 0000 00000 and
atomically advance o4 (s, k) < v+ 1, leaving all channels k' # k untouched.

3. Pre-Execution Stablecoin Liquidity Reservation: Compute maximum fee liability F,,, = Gj;ni * for Scaled to 6-
(otherwise reject pre-EVM with

ax

decimal TIP-20 precision. Require oy (t,,p) = Fy,
InsufficientFeeTokenBalance to prevent unpaid DoS) and lock crfilp)zo (tu> P) = Gipoo (tys D) — Frax -

4. Compliance-Gated Batch Call Execution: Sequentially execute calls = [(c;,v;,d; )];": . under gas meter

Gysed < Giimic - Every TIP-20 mutation invokes the native Rust handler, which enforces unsigned 256-bit arithmetic
conservation and queries TIP-403 ( 0x403c0 000000 000000 0 ); if any sub-call reverts or violates

Policy #2 , the entire batch calls reverts atomically to o,

5. Unused Refund & Enshrined Fee AMM Clearing: Refund AF,.ing = (Giimit — Gused) * forr 10 p SO net debit equals
F,

actual

= Gueed * feie- If t, =1t,, credit @, (Fooa) = Facar directly; if ¢, # t,, atomically swap F, ., against internal Fee

AMM reserves (R, , R, ) inside oxfeec 0000 0000 and accrue @, (F,.a) tO
collectedFees[vy, ][t, ], guarded by an intra-block mutation lock ( CannotChangeWithinBlock ):

(Rtu > Rtv ) ift, =ty

UtipZO(tlhp)=Gtip20(tuap)_Facmala (Rtu,Rtv)z { (Rt +F al Rt —® t(F " 1)) ift, #t
u actual > ™\t out \!"actual u v

For an ordered candidate block B, = (Hy,,[T},---, T,,,]) at slot # satisfying Z:”Zl Goeed (T;) < G = 3% 10° Gas, the block-
level state-transition operator composes inductively:

Op = Y(GI: -1 th) = Qcommit (Y(Y(Uh -1, Ty )> Tm ))

where Q_....: finalizes reth-trie-sparse state-root commitments and consensus epoch metadata.

Abelian Permutation Commutativity & Concurrent Underflow Isolation. Let 7= {T,, ..., T,, } be a concurrent burst of
ox76 transactions originating from treasury s € A across pairwise distinct channel keys k, , ..., k,, (Vi # j,k; # k;), each
transferring a; > 0 of token t € T y.ineq 10 recipient r; # s and writing an independent payment-linked reputation entry

u; = Keccak256(sigKeyi) into LingheERC8004ReputationRegistry ( 0x8004 00000 0000 0002 ).
Whenever the solvency precondition oy (£, s) = Zim: | (@; + Fpp i) holds:

¢ Nonce channel write-sets {(s, k;)} inside 0x4e4f4e4345 00000 0000000 and reputation slots {u; } are
pairwise disjoint; and

* Every partial balance prefix o, (t,s) - Z;: | Gx(j = 0 remains strictly non-negative without triggering modulo-2%%
underflow revert, so integer balance updates commute over the symmetric group S,,,:

(YTwm ° YTn(m— n o YT«(I) CAD Opost » VT € Sy

Conversely, if an adversarial or misconfigured agent swarm violates the solvency precondition (o (£, 5) < Z:": | @),
deterministic intra-block ordering commits the maximal solvent prefix and atomically rolls back the calls frames of

overflowing lanes while incrementing their respective v, ;. , preventing infinite mempool replay loops while strictly
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preserving total TIP-20 supply conservation.

INVARIANT 2.1 — Kernel-Enshrined Monetary-Policy Coupling

For every reachable world state o, (» > 0) derived via o, =Y(o,_,,B,) from o,, three coupled monetary-regulatory
conservation laws hold unconditionally across all execution paths (including sponsored 0x76 batches, smart-
contract internal calls, and cross-chain solver fills):

1. Kernel Sanctions Non-Circumvention: No state transition T can produce U;ip20 (LHKD, a) # 0y (LHKD, a) for
any a € A unless both the actual economic debitor and creditor satisfy Spic,4 (party) = 1 inside 0x403c00000000

confers zero exemption to a sanctioned token holder.

2. Orthogonal Balance-Sheet Separation: Neither LUSD ( 0x20C0000000 0000 00000001 ) NOr
LHKD ( 0x20C000000 0000 0000000 2 ) exposes any endogenous mint/burn coupling to LHC ( 0x
2000000000000 000000 0000000 ), enforcing aR;" /oPyyc (t) = 0 and ap” /aPyyc (£) = 0, while 0x880000000
0000 0000 1 rejects any reserve attestation with R, <L, or p, < 10,000 bps ( 100.00% ).

3. Statutory Exchange-Rate Corridor Boundedness: Every governance update to hkmaPegRateScaled in 0x8
9 00000 000000 00001 requires 3-of-4 authorization from 0x8900000 00000
000000000004 and deterministically reverts ( OUTSIDE_HKMA_BAND ) if s € [77500, 78500].

SECTION 03

Commonware Simplex BFT 250ms Pipelined Consensus and Fault-Tolerance Proofs

3.1 Four-Jurisdiction Committee Topology, Partial Synchrony, and Byzantine Threat Model

Linghe Chain instantiates Commonware Simplex BFT across a geopolitically and regulatory diversified committee
V= {v,,0,,0,,0;} of cardinality n = 3f + 1 = 4, tolerating up to f = 1 arbitrary Byzantine fault and requiring supermajority
quorum size:

q=r&l1=2f+1=3

Validator Ed25519 consensus public keys, voting weights, and preferred fee-settlement currencies are anchored on-

chain in the Simplex Validator Config precompile ( @xcccccecc 0000 0000 ), forming an
isomorphic 3-of-4 sovereign threshold structure with LingheSovereignTimelockMultisig ( 0x89 0000 00
00000 04 ). As detailed in Table 3.1, each validator resides in an independent Tier-3+ institutional data center

under a distinct Tier-1 financial supervisory regime, with Ed25519 signing keys sealed inside KMS-passphrase-
encrypted envelopes ( 0600 host isolation). Because any single jurisdiction holds weight 1 < g = 3—and even any two
colluding jurisdictions hold 2 < g = 3—no unilateral regulatory compulsion, localized power failure, or single-operator
compromise can forge finality or force an unauthorized governance mutation.

Enshrined Fee-

Index Validator Slot Role ju;?e(l;\_n?ry ::s“It utlonalt Profil Settlement Asset
urisdiction eployment Profile (validatorTokens )
Uy Primary Proposer & HK-HKMA (Hong Tier-1 Financial Hub LHKD ( 0x20C0000000
Compliance Kong) Optical Node 00000
Benchmark Node 00000000002 )
v, Simplex BFT Quorum SG-MAS (Singapore) APAC Institutional LUSD ( 9x20C0000000
Validator Settlement Node 00000

00000000001 )
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Enshrined Fee-

Index Validator Slot Role jup.ve:.ni?ry :;nstlltutlonalt Profil Settlement Asset
urisdiction eployment Profile ( validatorTokens )
v, Simplex BFT Quorum JP-FSA (Tokyo) Northeast Asia Quorum LUSD ( 9x20C0000000
Validator Node 0000000
00000000001 )
U, Simplex BFT Quorum &  CH-FINMA (Zurich) European Sovereign LHC ( 0x20C00000000
Archive Witness Witness Node 0000

0000000000 )

Network & Byzantine Adversary Model. Communication obeys the Dwork-Lynch-Stockmeyer partial synchrony
model: there exists a finite but a priori unknown Global Stabilization Time (GST) and a known propagation upper bound
A, - For t <GST, a network adversary may arbitrarily delay, drop, reorder, or partition packets across inter-continental
links; for all t > GST, every message transmitted between honest validators v;,v; € Vyq,e arrives within A, (with intra-
APAC dedicated optical paths across HK-HKMA , SG-MAS , and JP-FSA satisfying Aapac <35 ms, empirically =32 ms). A
probabilistic polynomial-time (PPT) Byzantine adversary A corrupts a subset V,,, c V of size [W,,[ < f =1 (f <n/3).
Corrupted validators may deviate arbitrarily from the state machine—broadcasting conflicting split-horizon block
proposals (equivocation), selectively withholding votes, or halting indefinitely —subject only to standard EUF-CMA
unforgeability of honest Ed25519 signatures and collision resistance of Keccak-256 / SHA-256 .

3.2 Three-Stage 250 ms Pipelined Slot Mechanics and Dummy-Vote View Advancement

Protocol time progresses in monotonically numbered slots (views) » € {1,2, ...} of target duration Ay, =250 ms, with
round-robin deterministic leader assignment £(k) = U, moq 4)- Within each slot #, Commonware Simplex BFT overlaps
execution and all-to-all cryptographic voting across a three-stage pipeline (Figure 2):

1. Stage 1 — Proposal & Pre-Fetch Broadcast (7,,,, + A,): Upon entering slot & (triggered by observing either
Chot (h = 1,B, 1) OF Caummy (h — 1)), leader £(n) sequences pending 0x76 parallel-lane and 0x@2 transactions up to
Gpax =3% 10° Gas, attaches state-trie pre-fetch hints and the parent certificate, and multicasts

(PROPOSE, 1,B,,C,_ )

Tetny

2. Stage 2 — Parallel Reth Verification & Notarization (z.,.. + A,.): Each honest validator v; € V, . Vverifies the
parent certificate C, _,, confirms it has not yet voted in slot  nor fired its local slot timer Ty, , €Xecutes
o, =Y(o,_,,B,) viaparallel Paradigm Reth worker lanes, checks the resulting reth-trie-sparse state root, and
multicasts a signed Ed25519 notarization vote (NOTARIZE, », H(B, Vo, - Aggregating q = 3 distinct valid notarization

votes forms the notarization certificate €, (4, B, ), which immediately unlocks slot » + 1 proposal construction.

not

3. Stage 3 — Single-Slot Finalization & Irreversible Commit (A, + 7 ): Every honest validator that observes

crypto
Chot (h,B,,) prior to casting a dummy vote in slot # locks on B, and multicasts (FINALIZE, », H(B, ), . Collecting
q = 3 distinct finalization signatures produces the finality certificate Cg, (7, B,), committing o, irreversibly to MDBX

storage within the same 250 ms slot.

Elimination of Leader-Bottlenecked View-Change Stalls. Classical PBFT and chained HotStuff protocols rely on
complex view-change leader synchronization with exponential timeout backoff whenever a leader crashes or stalls. In
contrast, Simplex BFT equips every validator v; with a local automaton tuple (view;, voted;, dummyCasti ,Q.)and a
local slot timer T,y (configured within Ay, ). If an honest validator v; neither finalizes a block nor observes €, (4, B,,)
before Tyymmy EXPIres, v; sets dummyCasti [#] < true (permanently suppressing any NOTARIZE or FINALIZE signature
in slot #) and multicasts a lightweight dummy vote (DUMMY, 4, L - Any q = 3 dummy votes form a skip certificate

Cgummy (#) in single-round O(nz) communication (42 =16 tiny Ed25519 packets), advancing all honest nodes directly into
slot / + 1 under leader £(k + 1). Formally, a candidate proposal B, extending ancestor block B, (0 < ny < h) satisfies the
consensus validity predicate ValidProposal(#, B, , C,,.) if and only if:

ValidProposal(h, Bh s eanc) Aad (parentHaSh(Bh ) = H(Bho )) A enot (h() s Bho ) A ( /\;{ ; LU +1 edummy (.]))
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where for n, = h — 1 the dummy conjunction is vacuously true, and for », = 0 the base anchor is the Genesis Block-0
SHA-256 96208e9900b218935143be3024d2602566a86d61caad06d42399f35b83afd991 .

‘ FIG.02 COMMONWARE SIMPLEX BFT — 250ms SINGLE-SLOT PIPELINED FINALITY n=3f+1:RPO=0

1. Propose 2. Notarize Vote 3. 2f+1 Quorum QC 4. State Commit
HK-HKMA o nc [N S L ;
4 , E 1
g Le: ' 1
i Slot k+l |
i Pipelined |
'
________________________________________ o 1
Singapo H 1
QC(By) >= 2f + 1 L] LINATIZED L ___________ 3
3-of-4 Threshold Sealed RPO = 0
CH-FINMA 78 ms | N o N K (N
Jato
1 1 1 1 1 e
I 1 1 1 1
t=0ns 55 ms 135 ms 210 ms 250 ms (Finalized)

Safety Invariant (n = 3f + 1): Zero conflicting blocks finalized under asynchronous adversarial delays; Liveness <= 250 ms slot post-GST.

FIGURE 02 — Commonware Simplex BFT 250ms Single-Slot Pipelined Consensus & Four-Jurisdiction Finality Timeline
Note: Slot k+1 proposal pipelines immediately upon Slot k notarization, eliminating inter-block idle round-trips.

3.3 Formal Safety, Accountable Equivocation, and Sub-Second Liveness Proofs

We now establish the unconditional safety, cryptographic accountability, and post-GST sub-second liveness guarantees
of the Linghe Chain consensus engine. Both theorems rest upon the combinatorial quorum-intersection identity and
three-stage critical-path latency functional:

|Q1 n Q2 ‘ 2 2q —n= f +1> f> Tﬁnality (Anet) = Tprop + Texec + 3Anet + Tcrypto

THEOREM 3.1 — Single-Slot Accountable Safety and Zero Equivocation

Under the Commonware Simplex BFT protocol parameterized by (n =4, f = 1,q = 3) registered at 0xcccccccco00000
0000 000000 , SUppose |V, | < f = 1. Then at all times ¢ > 0—including during unbounded

asynchronous network partitions prior to GST (t < GST)—no two honest validators ever finalize distinct blocks
B#B at the same height » or on causally conflicting ledger branches (Pr.or; = 0, RPO = 0). Moreover, if an external
catastrophe corrupts > 2 validators to finalize conflicting blocks B # B in slot &, at least 2q —n =2 corrupted
validators must emit cryptographically verifiable Ed25519 double-signatures constituting O(1)-verifiable slashable
evidence.

PROOF

We prove intra-slot uniqueness, cross-slot ancestry permanence, and cryptographic accountability in three
sequential steps:

1. Intra-Slot Uniqueness (1 = /): Suppose toward a contradiction that two distinct blocks B and B" with
H(B) # H(B’) both attain valid notarization (or finalization) certificates in the same slot #, backed by validator
signer subsets Q, ¢ Vand Q, ¢ V satisfying |Q,|>q =3 and |Q,|>q = 3. Since Q, uQ, < Vimplies
|Q, uQ,|=<n=4, the finite-set inclusion-exclusion principle yields:

Q, NQ,[=1Q, HIQ,[71Q, v Q,[22q—n=22f+ D=-GBf + ) =f+1=2>f=1
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Because [V, | < f = 1, the honest intersection satisfies [(Q, N Q,)\V,, | = (f + 1)~ f = 1. Hence there exists at least
one honest validator v* € V., that signed both (NOTARIZE, h,H(B)), . and (NOTARIZE, h,H(B’)>U_ . By the
Simplex BFT state-machine transition rule, an honest validator signs Uat most one NOTARIZE payI(U)ad per slot #,
yielding a contradiction (under EUF-CMA security of Ed25519 and collision resistance of H).

2. Cross-Slot Ancestry Permanence (i > 1): Suppose an honest validator commits B, via finality certificate
Crin (h, B, ) signed by quorum Q. < V with Q. |>q = 3. By Step 1, no conflicting block B, # B, can hold
€@, (h, B,). Furthermore, every honest validator in Q.. \Vby, —of which there are at least |Q. [-f >3 —~1=2—cast
(FINALIZE, h, H(B, ), prior to local timer Tg,mmy €xpiration and is therefore strictly locked against ever signing
(DUMMY, #, L». Consequently, the maximum number of validators across V capable of signing (DUMMY, #, L) is
bounded above by:

IMQg, Woyz) sn—(@-HH=(n—q)+f=4-3)+1=2<q=3

Thus no skip certificate Cg,mmy (#) can ever be assembled for slot 1. By strong induction over all subsequent slots
k> h under the validity predicate ValidProposal(i , B, , G, ), every valid proposal in slot » must reference either a
certified non-empty ancestor or a certified chain of dummy slots terminating strictly at €, (#, B, ), proving that every
future finalized block extends B, as an immutable prefix (P, =0, RPO = 0) independent of network delay (¢ < GST
or t > GST).

reorg

3. Accountable Equivocation (f > 2): If an adversary compromises |V, | > 2 validators to construct conflicting
certificates (Ql , Qz) for H(B) # H(B') at height &, the quorum intersection inequality \Ql N Q2| >2q—n=2 holds
unconditionally as a purely combinatorial property of (n = 4, q = 3). Every validator v € Q, NQ, has therefore
produced two valid Ed25519 signatures over distinct digests at slot #, providing non-repudiable O(1)
cryptographic evidence of Byzantine equivocation.

Q.E.D. m

THEOREM 3.2 — Bounded Sub-Second Liveness Post-GST

Suppose t > GST and at most f = 1 validator jurisdiction experiences complete outage or Byzantine corruption (for
instance, a trans-Eurasian subsea fiber cut isolating CH-FINMA witness v;), while the surviving three-jurisdiction
APAC quorum V. = {v,,0;,0, } (HK-HKMA , SG-MAS , JP-FSA) satisfies one-way optical delivery bound

Aapac <35 ms, proposal assembly time t

prop = 15 ms, parallel Paradigm Reth block verification time ¢ <45 ms,

and Ed25519 verification overhead 7, <4 ms. Then: (i) whenever £(r) € V., slot » achieves deterministic

exec

single-slot finality within Tg,;, <169 ms <Ay, =250 ms; and (i) whenever £(k) = vy & V., the surviving quorum

deterministically skips slot  via Cgymmy (1) and finalizes the next block under honest leader £(1 + 1) = v, within

slot

bounded wall-clock latency <2Ag,, =500 ms.

PROOF

At t > GST, the surviving honest validator set V};,, = {v,,v,,0, } has cardinality |V};,.| = n— f =3 = q, forming a self-
sufficient supermajority quorum independent of v;.

1. Case 1 — Honest Live Leader (£(1) € Ve ): Let ty > GST be the time at which all three honest APAC

validators have entered slot ». Leader £(n) constructs and multicasts (PROPOSE, &, B, , C, _ > within Tprop *

arriving at all v; € Vy;,, by t; <t; +1,,, + Aapac. Each v; € V. executes parallel Paradigm Reth verification in

prop
Texee @Nd multicasts (NOTARIZE, h, H(B, )), , Which reaches all peers in Vi, by , <t + Toyee T Appac

(configured strictly below £, + Tgymmy SO NO honest node emits a dummy vote). Upon aggregating all g = 3
signatures into €, (4, B, ), each v; € V. immediately multicasts (FINALIZE, », H(B,)), , delivering Cy, (n,B,)

across V. Within one additional propagation hop plus signature verification A psc + 7, Summing along the

crypto *
critical path:

Tinatity < Tprop T Texee T 38aPAC T Terypto < 15 ms +45 ms +3 %35 ms+4 ms =169 ms < Ay, =250 ms
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3.4 Compound Adversarial Consensus and Execution Resilience

(With empirical APAC optical latency A,psc = 32 ms, steady-state finality completes in = 160 ms.)

2. Case 2 — Offline or Byzantine Leader (£(#) = v;): Because |V, | = 1, if v; withholds its proposal or
equivocates such that €, (%, B, ) is not formed before local timer Tgnmy < Agq, @ll three honest nodes
Uy, U1, Uy € Vi reach Ty, and multicast (DUMMY, 4, L) . Within A,pyc <35 ms, all ¢ =3 dummy votes
assemble Cyymmy (h), transitioning Vj;,. synchronously into slot 7 + 1. By deterministic rotation
L(h+1) = V(34 1ymod4) = Vo € Vie» Slot 1 + 1 falls immediately under Case 1 ( HK-HKMA honest proposer) and
finalizes B, , ; within 169 ms, bounding worst-case end-to-end recovery finality strictly below

+ Appac + 169 ms < 2A

Q.E.D. m

Combining Theorems 3.1 and 3.2 with the Global State-Transition Operator of Section 2 closes two compound cross-
layer attack vectors frequently exploited against high-throughput Layer-1 networks:

 Split-Horizon Leader Equivocation Coupled with BGP Routing Partition: Suppose a compromised proposer vy,

simultaneously transmits conflicting slot-» candidates B;” to HK-HKMA (v,) and Bﬁf) to SG-MAS (v,) while a transient
BGP hijack delays CH-FINMA (v;). Honest validators v, and v, vote at most once, bounding support for either
conflicting branch to at most 1 (honest) + 1 (Byzantine) = 2 < q = 3 votes. Neither branch can reach notarization; upon
Tummy €XPpiry, the three honest validators emit €,y (#) @nd resume single-slot 250 ms finality in slot 2 + 1 with
zero ledger divergence.

Unpaid Execution-Exhaustion and Noisy-Neighbor Griefing: Because Stage 3 of Y(o, T) deducts

Fiax = Giimit * fetr in verified TIP-20 assets (LUSD, LHKD, or LHC) via @xfeec 00000 000 0
prior to invoking any user call frame—and because Paradigm Reth isolates TIP-20 payment lanes from general

smart-contract gas auctions within the G,,, = 3,000, 000,000 Gas block budget—an adversary cannot starve

consensus verification threads (z,.. <45 ms) without burning real, fully reserved fiat-referenced capital at protocol-

€xec —

enforced fee rates.

Delayed Certificate Withholding & Partition Re-Synchronization: Suppose v,,, collects two honest NOTARIZE
votes to privately assemble €, (4, B, ) and withholds it until after honest timers T, fire. Either at least two honest
validators already cast DUMMY —in which case the third honest validator also times out, assembling €ymy () While
B, can never reach Cg, (h, B, )—or C, (h,B,) remains a valid notarized parent for ValidProposal in a subsequent view

without ever violating Cg, uniqueness. Upon partition healing, lagging witnesses ( CH-FINMA ) verify succinct 192-
byte (3 x 64 B) Ed25519 finality certificates per slot without re-running view-change transcripts.

Table 3.2 summarizes the asymptotic and empirical consensus characteristics of Linghe Chain relative to classical

Byzantine fault-tolerant state-machine replication families.

Consensus Metric

Classical PBFT

Chained HotStuff

Tendermint BFT

Commonware Simplex
BFT ( Linghe Chain)

Normal-Case Commit
Latency

Faulty-Leader View
Turnover

Reorganization Risk (
Preorg)

Single-Jurisdiction
Outage RTO

3A,., (unpipelined)

net

o(n*) leader-
bottlenecked

0 (f <n/3)

Stalls on primary view-
change

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

3 slots (3A,,)

Leader-collected
NewView + backoff

0 after 3-chain lock (
f<n/3)

3-slot pipeline Bubble
stall

ZAnet T

commit

Incremental round-
timeout backoff

0 (f <n/3)

Timeout backoff stall

Single-slot 250 ms (
~ 160 ms APAC)

Leaderless O(n?) ( 16
packets) via CJdummy

0 within single 250
ms slot (f < n/3)

< 250 ms on honest
APAC slot; < 500 ms
worst-case
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Commonware Simplex

Consensus Metric Classical PBFT Chained HotStuff Tendermint BFT BET ( Linghe Chain)
Protocol Fee-Token None (external/native Native volatile token Native volatile token Multi-stablecoin
Coupling only) only only LHKD / LUSD / LHC

(0xfeec...0000)

SECTION 04

Tempo Reth Parallel Execution Engine and 0x76 Two-Dimensional Nonce Lock-Free
Algebra

4.1 Zero-Copy Rust State Execution Pipeline and oxetf Enshrined Precompile Dispatch

High-frequency institutional settlement and autonomous machine-to-machine micropayments cannot achieve
deterministic sub-second finality if consensus throughput outpaces state-machine execution bandwidth. Linghe Chain
(ChainID = 88888 / 0x15b38 , immutable Genesis Block-0 SHA-256 digest 96208e9900b218935143be3024d2602566a86d61c
2a906d42399f35b83afd991 ) couples its 250 ms single-slot Commonware Simplex BFT consensus engine with Tempo
Reth , a modular Rust execution client engineered atop Paradigm Reth with full Osaka instruction-set activation from
Genesis Block-0.

Let X, denote the committed global world state at block height » € N, and let B, =(T,,T,, ..., T,,) denote a notarized
block proposal finalized within slot interval Ay, = 0.25 s. Tempo Reth enforces a deterministic per-block computation
ceiling of G,,,, = 3,000,000, 000 gas, establishing a sustained state-transition bandwidth of:

Oy = Grax — 3,000,000,(5)00 g5 = 1 9% 1010

gas/s

slot

This 4,000 x throughput expansion relative to legacy sequential EVM mainnets (3 x 10° gas/s) is sustained by three
systems-level execution invariants:

1. EIP-3541 oxef Sentinel Short-Circuiting: In Genesis Block-0 state allocation, the code field of all enshrined TIP-
20 monetary assets ( 0x20C 000 000 000000 , 0x20C000000 000 0000001 ,
and 0x20C000000000000000000 0000 000002 ) is initialized to the single-byte EIP-3541 sentinel oxef . Whenever
the transaction dispatcher targets an account bearing @xef code or a reserved kernel precompile prefix

(0x403c... , 0x4ed4f4e4345..., O0xaaaaaaaa..., Oxcccccccc... , OxdecO... , Oxfeec... ), execution bypasses
the interpreted EVM opcode fetch-decode-dispatch loop entirely and invokes native LLVM-vectorized Rust state
transition routines with zero intermediate ABI memory copying.

2. In-Memory Execution Caching and Parallel Sparse State Trie: Hot account balances, nonce lanes, and
compliance policy bitmaps reside in an in-memory execution cache backed by zero-copy memory-mapped MDBX
persistence. Dirty storage subtrees at block boundaries are hashed concurrently across multi-core work-stealing
thread pools via a sparse binary-prefix Merkle Patricia trie, eliminating synchronous B+ tree disk 1/0 amplification
from the 250 ms consensus critical path.

3. Dedicated Payment Lane Quota Isolation: Block payload construction partitions high-frequency TIP-20
settlement flows from compute-intensive general-purpose smart contract calls, guaranteeing that bursty zero-
knowledge proof verifications or complex contract executions cannot induce noisy-neighbor gas-price spikes
against regulated stablecoin payments.

4.2 Two-Dimensional Nonce Manifold ( 0x4e4f4e4345...0000 ) and Lock-Free Queuing Algebra

In standard Ethereum ( EIP-1559 type @x02 ), every externally owned account s € A is constrained by a one-
dimensional scalar counter nonce(s) € N,. When an institutional treasury or an x402 Compliance Settlement Gateway
dispatches concurrent settlements across K autonomous Al worker coroutines at aggregate Poisson arrival rate 4, the
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account degenerates into a single-server sequential M/G/1 queue. Denote the per-transaction confirmation service time
by random variable S with mean E[S] = 1/,u] , second moment E[S?], and utilization p, = /1/,u] . By the Pollaczek-
Khinchine theorem, the steady-state expected queuing latency satisfies:

D)7 _ A-E[s%] Pi !
E[W,™ ] e

More critically, if a single transaction carrying sequence number v, experiences transient network jitter or gas-price

under-estimation, every subsequent transaction v > v,, from account s stalls in the mempool queued pool, inducing
catastrophic Head-of-Line (HoL) blocking across all K independent business workflows.

Linghe Chain eliminates artificial sequential coupling across unrelated payment streams via the enshrined 2D Nonce
Manager precompile at ox4e4f4e43450 0000 000000 (Whose upper five bytes 0x4e4f4e4345 encode

ASCII "NONCE" ). This precompile lifts per-account replay protection from a one-dimensional ray to a two-dimensional
discrete product manifold:

N:Ax{0,1,...,212 =1} - {0,1,...,2%% — 1}, (s.k) = v i
The precompile exposes the deterministic read interface getNonce(address account, uint256 nonceKey) external

view returns (uint64) and emits NonceIncremented(address indexed account, uint256 indexed nonceKey,

uint64 newNonce) upon each committed transition.

DEFINITION 4.1 — Orthogonal Two-Dimensional Nonce Lane

For any account s € A, an Orthogonal Two-Dimensional Nonce Lane indexed by channel key k € {0,1, ..., 2192 1}
is an independent monotonic state register v, ; € {0, 1,...,2* — 1} maintained inside 0x4e4f4e4345 00000000

0000000000000 . Channel k = 0 is reserved for legacy one-dimensional protocol compatibility, whereas channels
ke {1,...,2" — 1} constitute isolated parallel execution lanes for type 0x76 transactions. A transaction T signed
by s specifying coordinate (k,v) is replay-valid at state X if and only if N5 (s, k) = v; its commit atomically updates
Ny (s,k) = v+ 1 while leaving Ny (s,k ) = Ny (s, k ) invariant for all k' # k.

In production deployment, the x402 Compliance Settlement Gateway provisions K = 32 persistent lock-free lanes
anchored at base offset ky,,, = 101, occupying channel domain k, = 101+ ¢ for € € {0, 1, ...,31}. Incoming settlement
requests are sharded lock-free via atomic cursor modulo arithmetic € = ¢, mod 32, decomposing global arrival rate 1 into
32 independent sub-streams of rate 1, = A/32. Under deterministic single-slot service time D = A, = 250 ms, the per-
lane expected queuing delay collapses to:

32-Lane)q _ (A/32)- D?
IE[WS; 1= 2(1-AD32)

If transient network jitter triggers a local nonce cache desynchronization on lane ¢, the dispatcher queries getNonce(s,
k_1) on ox4e4fse434500 0000 00000 and performs an idempotent single-lane resynchronization

without perturbing the remaining 31 active lanes. Empirically verified under high-concurrency agentic burst testing
across the 32 -lane architecture, 20/20 concurrent batch settlements (comprising 40 internal state mutations across
TIP-20 token transfers and ERC-8004 reputation writes) finalize end-to-end in ~1,004 ms with strictly @ nonce
collisions and zero mempool stalls.

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065) Page 22 of 69



MYRILUM Linghe Chain Formal Technical Whitepaper v2.0 (EN) MYR-WP-TECH-2026-V2.0-EN | ChainID 88888

TEMPO RETH PARALLEL EVM — 0x76 2D NONCE (32 LANES) VS. 1D HEAD-OF-LINE STALL

0x4e4f..0000 - 0% COLLISION

Legacy 1D Nonce (Sequential Stall) Linghe 0x76 2D Nonce Matrix: N(a) : [0..31] -> N, (Orthogonal Lock-Free Execution)

‘ Meice @ ComsimmzEsl Lane 00 (0, 0) H (0, 1) H (0, 2)
‘ Tempo Reth
‘ ) Lane 01 (1, o) H (1, 1) H (1, 2) Parallel EVM

Nonce 1: STALLED (Pending)
‘ (2, 0) H (2, 1) H (2, 2) 0 /20 e
Lane 02

Nonce 2: Blocked by #1 : : : Sl e
‘ .. Orthogonal Lanes @3 .. 30 Concurrent .. 0 Collisions

Nonce 3..31: Queued (31,0) H (31,1) H (31,2)

TIP Fee Manager (0Oxfeec...0000): Direct LUSD / LHKD Gas Settlement via Enshrined CLOB (0xdecO0...0000) — Zero Native LHC Pre-Funding Friction

FIGURE 03 — 0x76 Two-Dimensional Nonce (32 Orthogonal Lanes) Lock-Free Concurrency & Native Stablecoin Gas
Architecture

Note: Empirical 20-lane concurrent x402 burst settles in ~1,004 ms with 0% nonce collision rate.

THEOREM 4.1 — Multi-Lane Lock-Free Commutativity and Zero Nonce Collision

Let s € A be a settlement account holding initial TIP-20 balance B (s) at world state X,. Let 7= {T,, T,, ..., T, }
be a batch of m concurrent 0x76 transactions originated by s assigned to pairwise distinct channel keys

ki ky,...okm € {1,...,2"% =1} (k; # k; for all i # j), where each T; carries valid channel sequence number

vk, = Ny, (s, k;), transfers atomic stablecoin amount a; > 0 to recipient r; # s, deducts effective fee F; >0, and
writes an isolated reputation record keyed by unique task digest u; in 0x80040 00000 00000 2
(u; # u; for i # j). Provided the solvency precondition By (s) = Z;":l (a; + F;) holds (when fees are denominated in the
same TIP-20 token, or equivalently across respective balances), then for every permutation 7 € S,, of the
symmetric group of degree m, the composite state transition operator satisfies exact Abelian commutativity

Y1 ow YTy o Y1, (Z) = Zpoq With deterministic nonce-collision count C, (7, 7) = 0.

Decompose the world-state footprint of 7" into three pairwise orthogonal state subspaces X = (X, L., , Ty )- First,
in 2D Nonce Manager ( 0x4e4f4e4345000000000 000000 0 ), transaction T, reads and increments solely
storage slot (s, k;). Because k; # k; for all i # j, the read-write sets satisfy {(s,k;)} N {(s,k;)} = @. Consequently, at
every step r € {1,...,m} under any execution order 7 € S, , the pre-state of slot (s, k) remains equal to

Ny, (8, kz() = Vs k., » Vielding Cpc. (7, 77) = 0 and unique post-state Ny (s, ki) = v, +1. Second, in
LingheERC8004ReputationRegistry ( 0x8004 00000 00000 002 ), each

vyuvu (A7

submitVerifiedFeedback call writes to storage keyed by u; (u; # u;) and increments commutative additive
counters, producing permutation-invariant storage roots. Third, in the TIP-20 balance map, for any partial prefix
Z; . (@x(jy T Fr(jy) With 1 <r < m, the solvency bound guarantees
By (s)— Z;:1 (ax(j) + Fa(j)) 2 Bo ()~ X" | (a; + F;) 2 0, precluding unsigned uint256 arithmetic underflow reverts at
every intermediate step, while recipient credits satisfy B,(r) + Y a; < 2% pounded by supplyCap() . Because
overflow-free addition and subtraction over z form a commutative monoid action, the terminal balances
Bpost () = By (s) — Z;"Zl (a; +F;)and Bpost (1) = Bo () + %, y—p G are invariant over all = € S,,,. Hence X is uniquely
determined independent of 7.

Q.E.D. m
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4.3 Type 0x76 Atomic Batching, TIP Fee Manager (©0xfeec...0000), and Native Passkey Keychain

( 0xaaaaaaaa. . .0000)

Rather than relying on off-chain ERC-4337 bundlers and gas-intensive Solidity EntryPoint simulations, Linghe Chain

enshrines native account abstraction, multi-call batching, stablecoin gas sponsorship, and hardware passkey delegation
directly within the EIP-2718 type 0x76 transaction envelope ( TxEnvelopeTempo ):

) . ; 2
TX0x76 =0x76 I RLP([ChalnId= fprio > fma)w Glimit’ 03'1157 ‘facw k> v, tbeforer tafterv tfee> O'payerv zauth? Kauth? Osender ])

Envelope Field

Algebraic Domain

Protocol Execution Semantics and
Kernel Precompile Binding

chainIld

maxPriorityFee , maxFee

calls

nonceKey , nonce

validBefore, validAfter

feeToken

feePayerSignature

keyAuthorization, senderSig

0x15b38 (88888)

! 1 2
(fprio nfmax) € ZZIZS

[(to, value, data)]

k.v) € Z 192 X 764
] 2 2

2
(tbcforc > taftcr) € Zz""

tro €A

payer

o
(‘(K'z-iuth > o'sender)

Strict EIP-155 replay domain binding to
Linghe Chain

EIP-1559 fee bounds determining effective
gas price fcff = min(fmax P fbasc + fprio)

m
Ordered call vector [(c;,v;,d; )]j —1
executed atomically (all-or-nothing revert)
within one 250 ms slot

Two-dimensional parallel channel
coordinate validated against @x4e4f4e434

D000 D000 00
g
(A7) \AY (A

Consensus-enforced temporal window
Lafier < fblock < Ibefore for stateless expiry
and scheduled execution

Enshrined TIP-20 gas asset ( LUSD
0x20C0...0001 , LHKD
0x20C0...0002 , or LHC
0x20C0...0000)

Optional third-party gas sponsor signature
over domain-separated 0x78 RLP digest

H feePayer

Inline delegated key provisioning and
polymorphic signature ( secp256k1 ,
WebAuthn Passkey P-256 ) verified via
Oxaaaaaaaa...0000

This envelope unifies three critical subsystems inside the Rust execution kernel:

1. Single-Slot Multi-Call Atomic Batching: An x402 settlement transaction bundles TIP20.transfer(payTo,

0000000000002 ) into a single calls array under linear gas budgeting G,, = 1, 500, 000 + 900, 000 x |calls|. If any sub-
call reverts—for instance, due to insufficient balance or a TIP-403 compliance violation—the entire calls

sequence rolls back atomically, eliminating state skew between token settlement and verifiable agent reputation.

000

2. Native Stablecoin Gas Sponsorship ( 9xfeeco 000

): Autonomous Al agents and

corporate treasuries hold fiat-referenced LUSD or LHKD without managing volatile native gas tokens. When third-
party sponsorship is invoked, the sender signs with placeholder 0x00 in the fee-payer slot, and the institutional

sponsor signs the 0x78 domain-bound payload:

i 1 1 2
erePayer = keccak256(0x78 I RLP[ChalnId> fpriw fmax’ Glimiu calls, ‘iacc’ k5 v, tbefore’ taftew tfee> Sender5 ‘iauth’ jcauth ])

nnnnnnn 0000

TIP Fee Manager (@xfeec 000000

\AY) \AY)

) maintains user fee preferences ( userTokens ),

validator settlement preferences ( validatorTokens , aligned with the four-jurisdiction validator registry at @xccccccccooo

nnnnnnnnnnnn

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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collectedFees(validator, token) , and an enshrined Fee AMM (getPool, rebalanceSwap ). Let
p € {sender, feePayer} be the resolved fee payer holding TIP-20 token t,, and let t, = validatorTokens[v, ] be the block
proposer’s target token. Kernel fee settlement obeys an atomic five-phase conservation law (F,,.x = Gjimit fests

Factal = Gused fEff):

B;u (p) = Btu (P) = Finax» Bpost, t, (p) = B;u (p) + (Fmax - Factual) = Btu (P) ~ Factual

Factual » ift, =ty

collectedFees’ [v, 1[t, ] = collectedFees[vy, ][£, ] + Pyt (Factual )s Dy Factual) = § FeeAMM, _, (Fuus), ift, #1
u — b, \"actual /> u v

If B;, (p) < Fmax OF £, is not an active TIP-20 token, execution aborts prior to entering user calls
(InsufficientFeeTokenBalance / InvalidToken ), preventing unpaid validator compute exhaustion. Intra-block
mutation of setValidatorToken reverts with CannotChangeWithinBlock , eliminating proposer fee-token sandwiching.

3. WebAuthn / Passkey Account Keychain ( 0xaaaaaaaa 0000 0000 ): To eliminate raw private-
key exposure on institutional workstations and agent runtimes, the enshrined Account Keychain precompile
manages hardware-backed sub-keys at the protocol layer, complementing application-layer bounded sessions in

LingheSessionKeyManager ( 0x84020000 0000 000000001 ):

// Kernel Precompile Interfaces: 2D Nonce (@x4e4f4e4345...0000), Fee Manager (@xfeec...0000),
Keychain (@xaaaaaaaa...0000)
interface ITempoKernelAccountPrimitives {
function getNonce(address account, uint256 nonceKey) external view returns (uint64);
function setUserToken(address token) external;
function setValidatorToken(address token) external;
function distributeFees(address validator, address token) external;
function authorizeKey(address keyId, uint8 signatureType, uint64 expiry, bool enforcelLimits,
bytes[] calldata limits) external;
function updateSpendingLimit(address keyId, address token, uint256 newLimit) external;
function setAllowedCalls(address keyId, bytes[] calldata scopes) external;
function revokeKey(address keyId) external;
function getRemainingLimit(address account, address keyId, address token) external view returns
(uint256);
¥

4.4 Adversarial Edge-Case Analysis of Parallel Execution and Fee Abstraction

To ensure deterministic safety under Byzantine mempool manipulation, four adversarial boundary regimes are formally
closed:

Adversarial Vector Protocol / Kernel Defense Mechanism Deterministic Outcome
32-Lane Concurrent Underflow ( Unsigned uint256 arithmetic check Solvent prefix commits; excess lanes
By(s) < X i) inside @xef TIP-20 Rust transition atomically revert calls with zero supply
drift
Cross-Layer Envelope Replay & Stale chainld = 88888 + monotonic v Rejected at consensus ingress
Injection (Ox4edf4ed345...0000) + (ExpiringNonceReplay /
validBefore InvalidExpiringNonceExpiry )
Compromised Agent Operational Key Oxaaaaaaaa...0000 Cannot invoke authorizeAdminKey or
Escalation setAllowedCalls + expiry + exceed
0x8402...0001 spend caps getRemaininglLimit(account,

keyId, token)

Proposer Intra-Block Fee-Token Block-scoped mutation lock inside TIP Reverts immediately with
Sandwiching Fee Manager (@xfeec...0000) CannotChangeWithinBlock
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SECTION 05

Kernel-Enshrined Financial and Regulatory State Primitives (TIP-20, TIP-403, and
Enshrined CLOB DEX)

5.1 Enshrined TIP-20 Native Ledger Primitives and State-Space Orthogonality

Conventional smart-contract blockchains conflate consensus staking equity with commercial settlement media or rely
on unenshrined ERC-20 bytecode vulnerable to reentrancy and approval-spoofing exploits. Linghe Chain enshrines
three 6 -decimal (10° atomic units per whole unit) TIP-20 protocol ledger primitives and non-circulating deterministic

benchmark states in Genesis Block-0 (initializing storage slot 0x02 to asset name, 0x03 to ticker symbol, and 0x04 to

reference currency code), establishing strict state-space orthogonality:

Protocol State Role &

Enshrined Policy &

Ledger Primitive / Canorllical Address Precision / Type Reference Invariant Benchmark PoR
Precompile (ChainID: 88888) .
Profile Anchor
LHC (Linghe 0x20C00000000000000 6 (10%) Validator BFT staking Enshrined utility
Coin) 00000 0000000 weight, slashing buffer primitive; zero
0000 & compute unit mint/burn link to
LUSD / LHKD
LUSD (Linghe 0x20C00000000000000 6 (10%) 1:1 USD HQLA- Benchmark state
usb) 00000 0000000 modeled settlement & 100.50%
0001 x402 gas ledger ($10,050,000.00 /
primitive $10,000,000.00 )
LHKD (Linghe 0x20C00000000000000 6 (10%) Cap. 656 -modeled  Boundto TIP-403
HKD ) 000 000000 1:1 HKD reference Policy #2;
0002 ledger primitive benchmark 101.20%
(HK$78,936,000.00
/
HK$78,000,000.00)
TIP-403 Registry 0x403c0000000000000 Rust Precompile Sub-microsecond Enforces Policy #2
000 0000000 kernel across native & cross-
0000 whitelist/blacklist policy  chain paths
engine
StablecoinDEX 0xdec00000000000000 Rust Precompile Enshrined price-time PRICE_SCALE =
000 000000 priority CLOB 100,000 ,
0000 ( LUSD/LHC , TICK_SPACING =
LHKD/LHC)) 10 (1 bps)
OmnichainSettler 0x89000000000000000 Genesis Contract ERC-7683 intent Clamped to [7.7500,
0000 000000 customs + HKMA 7.8500] ( [77500,
0001 7.8000 linked-rate 78500] )

pool

Let P, 4 () denote the valuation parameter of LHC at time ¢, and let Lﬁi) and Rﬁ” (i € {LUSD,LHKD}) denote
deterministic benchmark on-chain liability states and reference segregated HQLA reserve states formalized within the
protocol solvency state machine (engineered by protocol & software R&D author MYRILUM LIMITED , Hong Kong
CR/UBI 80912065 , BR 80912065-000-07-26-0 ) and verified on-chain via LingheComplianceReserveVault at 0x88000

nnnnn 000

(A1) (A7)

c797423aa3fded4afd19b2c2641410 for LUSD and 0xa3e5fdlee51db26128c49f848bcdeb6d71443fbfee51a40b9159832a21beacte for

LHKD , alongside live leaf inclusion verification via computeHqlaLeafHash and verifyCap656MerkleInclusion in

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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L /P,

equity — +o0 as

equity = Lredeem

Pequity — 0", zero protocol conversion exists between LHC and either fiat-referenced ledger primitive, yielding exact

first-order orthogonality:

R

Prac®

0, Poc® “Pu-{xyc(f;(ﬂfﬁ) =0,
()

ap? R® (i)
Fholder

0

Both LUSD and LHKD strictly enforce zero holder yield (r,,,,.. = 0), containing no rebasing or dividend distribution logic,

formalizing pure payment-settlement state invariants aligned with the Hong Kong Stablecoins Ordinance ( Cap. 656 )
and excluding Collective Investment Scheme ( Cap. 571 ) mechanics in bytecode.

5.2 TIP-403 Policy Registry (@x403c...0000) and Kernel Sanctions Enforcement

Application-layer ERC-20 blacklists implemented in Solidity fail under adversarial DeFi composability along two
structural vectors: (i) wrapper indirection, wherein a sanctioned actor deposits tokens prior to designation into an

unguarded vault W and circulates derivative shares W(T) without invoking T.transfer; and (ii) cross-chain solver fronting,
wherein a sanctioned origin sender on an external chain instructs an unblemished ERC-7683 solver S to transfer clean

inventory to a newly generated destination address on the target chain, blinding token-local from/ to checks.

Linghe Chain resolves both vulnerabilities by embedding regulatory access control into the Rust execution kernel
through the TIP-403 Policy Registry precompile ( 0x403ce 000
exposes createPolicyWithAccounts(address admin, uint8 policyType, address[] accounts) ,

000 ). The precompile

modifyPolicyBlacklist(uint64 policyId, address account, bool restricted) , modifyPolicyWhitelist(uint64

policyId, address account, bool allowed) , createCompoundPolicy(uint64 senderPolicyId, uint64

recipientPolicyId, uint64 mintRecipientPolicyId) , and constant-time authorization lookup

isAuthorized(uint64 policyId, address user) external view returns (bool) .

During genesis compliance initialization, a blacklist policy ( policyType = 1) is instantiated as Policy #2 and bound

directly to LHKD ( @x2ec 0000

00000 0002 ) via changeTransferPolicyId(2) . Simultaneously,

LingheOmnichainSettler (0x89000

nnnnn 000
(A7) (A7)

1)and LingheZkLightClientBridge ( 0x8900000
00002 ) bind their border settlement gates directly to LHKD.transferPolicyId() inside ox4

Settlement Vector / Call Path

Legacy ERC-20 Blacklist Outcome

Linghe Chain Enshrined Interception
Layer & Deterministic Revert

Direct, 0x76 batch, Permit2
(0x0000...78ba3 ), or 0x78
sponsored transfer

Enshrined CLOB resting/market order ( 0xd

0000 D
[S{e%]%) (U7 (U7

000 )

Inbound ERC-7683 cross-chain solver fill
( 0x89000000 0000 000
0000001 )

Outbound ERC-7683 escrow lock ( 9x89

nnnnnnnnnnnnn

Institutional HKMA linked-rate FX swap ( @

Q00O AOOBAORAALAAAAAAAADAADD
Xo (A% 0o )

00001 )

Trustless BN254 Groth16 bridge release
( 0x8900000 000 00
0000002 )

Bypassable via unguarded wrapper
contracts

Secondary AMM LP tokens evade token
checks

Bypassed (clean solver -> fresh recipient)

Asset-dependent fragmented enforcement

Cross-token wash if USD token lacks sync

Cryptographic bridges ignore AML state

Tempo Reth 0xef Rust kernel queries
0x403c...0000 Policy #2 ->Kernel
Revert

place / placeFlip /
swapExactAmountIn enforce native
TIP-403 Policy #2

fillCrossChainOrder checks both
ends ->
OMNICHAIN_ORIGIN_SANCTIONED /
OMNICHAIN_RECIPIENT_SANCTIONED

openCrossChainOrder checks caller -
> OMNICHAIN_TIP403_SANCTIONED

swapLinkedRate screens
msg.sender & recipient ->
FX_TIP403_SANCTIONED

verifyProofAndRelease screens
recipient pre-pairing ->
ZK_BRIDGE_TIP403_SANCTIONED

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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INVARIANT 5.1 — Sub-Microsecond Kernel Sanctions Non-Bypassability

LetS, = {a € A1 -TIP403.isAuthorized(2,a)} denote the set of sanctioned addresses under Policy #2 at
block height » (encompassing UNSC, OFAC SDN, and Hong Kong Cap. 537 / Cap. 575 designations). Every native
TIP-20 state mutation on a policy-bound token ( transfer , transferFrom, mint, place, placeFlip,

swapExactAmountIn ) executes an in-memory Rust bitmap lookup against 0x403c 00 0
0000 in sub-microsecond CPU time prior to mutating account balances, deterministically reverting any call frame in

which an unauthorized address participates as sender or recipient.

THEOREM 5.1 — Completeness of Enshrined Policy Interception Across Arbitrary Call Graphs

Let G, = (V,E) be an arbitrary directed call graph of depth d > 1 generated by any transaction 7 (including 0x76
multi-call batches, Permit2 signature transfers via 0x000000000022d473030f116ddee9f6b43ac78ba3 , Session-key

0000000000

delegations via 0x840200000000 0000 000001 Or Oxaaaaaaaadd 0000000000000000000 ,
enshrined CLOB orders on 0xdec0o 0000 0000 , ERC-7683 cross-chain fills on 0x8900000

0000000 000000 1, or BN254 ZK bridge releases on 0x890000 00 00
2). If any party u € {txOriginator, tokenSender, originEvmSender, recipient} belongs to S, , then no execution path in
G..1 €an commit a positive regulated balance delta for u or settle a tainted cross-border flow into Linghe Chain.

PROOF

We proceed by structural induction over call depth d and exhaustive partition of all regulated value-transfer
primitives in Y(Z,, 7). Base case (d = 1) and inductive step (d > 1): in Tempo Reth, LHKD ( @x20C 0000 0
000000 02 ) storage resides exclusively in kernel-managed TIP-20 state; no arbitrary Solidity contract

C e Vcan mutate LHKD balances except by invoking the 0xef -dispatched TIP-20 kernel or the enshrined
StablecoinDEX ( @xdec0e 000000 00000 )- Partitioning all five settlement entrypoints: (1)
Direct, 9x76 batched, Permit2 , or delegated session transfers: regardless of nesting depth d or third-party 0x78

gas sponsorship, the terminal TIP-20 Rust transition queries isAuthorized(2, from) && isAuthorized(2, to)

at ox4e3c 000 000 00000 , reverting the enclosing call frame if u € §,,. (2) Enshrined CLOB
trading ( 0xdec@...0000 ). place, placeFlip, swapExactAmountIn, and withdraw execute native TIP-20
balance settlements subject to identical Policy #2 checks, preventing orderbook wash-through. (3) Cross-chain
ERC-7683 outbound and inbound settlement ( 9x8900...0001 ). openCrossChainOrder enforces
require(checkBorderCompliance(msg.sender), "OMNICHAIN_TIP4@3_SANCTIONED") , while
fillCrossChainOrder enforces both require(checkBorderCompliance(originEvmSender),
"OMNICHAIN_ORIGIN_SANCTIONED") and require(checkBorderCompliance(recipient),
"OMNICHAIN_RECIPIENT_SANCTIONED") , defeating solver-fronting origin obfuscation even when the local payout
asset is LUSD . (4) Linked-rate FX conversion ( 9x8900...0001 ). swapLinkedRate enforces
require(checkBorderCompliance(msg.sender) && checkBorderCompliance(to), "FX_TIP403_SANCTIONED") .
(5) ZK light-client bridge release ( 0x8900. ..0002 ): verifyProofAndRelease queries
ITIP403Registry(0x403c...0000).isAuthorized(policyId, recipient) prior to pairing verification, reverting
with ZK_BRIDGE_TIP403_SANCTIONED if u € 8,. Because every state-mutating leaf of G_ . terminates in one of these
five closed gates, ABal,g,j,q () = 0 holds universally.

call

Q.E.D. m

5.3 Enshrined stablecoinDEX CLOB ( oxdeco...0000) and HKMA 7.s000 FX Corridor ( 0x8900...0001)

Constant-product automated market makers (x - y = k) smear liquidity across (0, +), inflicting non-linear price-impact
slippage Ap/p = Ax/x on institutional stablecoin flows. Linghe Chain replaces curve-based AMMs with a dual-tier
deterministic liquidity architecture:
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1. Kernel-Enshrined Central Limit Order Book ( 0xdec000000 0000 00000 ): Implemented natively
in Rust, Enshrined StablecoinDEX maintains price-time priority orderbooks keyed by pairKey(tokenA, tokenB)
against LHC ( @ex2ec 0000000 000000 00000 ), including LUSD/LHC and LHKD/LHC . Each tick level ©

maintains a FIFO doubly-linked order queue Qg (7) = (0,,0,, ...,0;) queryable via getTickLevel(base, tick,
isBid) and getOrder(orderId) . Given PRICE_SCALE = 100,000, TICK_SPACING =10 (1 bps =0.01%), and
MIN_ORDER_AMOUNT = 100,000,000 ( 100.00 units), every valid tick t € [-2000, +2000] (r = 0 (mod 10)) maps
bijectively to an exact rational execution price:

P(r) = PRSI T = 1+ o € [0.98000, 1.02000]

Market makers post resting liquidity via place(address token, uint128 amount, bool isBid, int16 tick) or
autonomous mean-reverting flip orders via placeFlip(address token, uint128 amount, bool isBid, int16 tick,
int16 flipTick) . When a resting bid at 7,;; = —10 (P(—10) = 0.99990) is completely filled, the Rust state machine
atomically flips the proceeds into a resting ask at 7g;, = +10 (P(+10) = 1.00010) in O(1) kernel operations without external
oracle or keeper latency. Takers calling swapExactAmountIn(tokenIn, tokenOut, amountIn, minAmountOut) sweep
resting FIFO queues in strict price-time priority (O(Nycs + Ngyi ))> Clearing 100.000000 LUSD into 99.990000 LHC at
7=-10 within 250 ms with zero intra-tick curvature slippage across a 2 bps (0.02% ) spread.

2. HKMA Linked Exchange Rate Corridor ( 0x89 00000 0000 0000001 ): To mirror Hong Kong’s
Currency Board Linked Exchange Rate System ( 7.8000 HKD/USD central peg bounded by the 7.7500 Strong-Side
and 7.8500 Weak-Side Convertibility Undertakings, a 1,000 bps /+0.0500 HKD statutory band),

LingheOmnichainSettler encodes uint32 public hkmaPegRateScaled = 78000 (scaled by S= 10%):

// LingheOmnichainSettler @ 0x8900000000000000000000000000000000000001
uint32 public hkmaPegRateScaled = 78000; // 7.8000 HKD / USD (Band: 77500..78500)
bool public borderPaused;

function setBorderPolicy(uint32 newPegRateScaled, bool paused) external {
require(msg.sender == 0x8900000000000000000000000000000000000004, "ONLY_SOVEREIGN_MULTISIG");
require(newPegRateScaled >= 77500 && newPegRateScaled <= 78500, "OUTSIDE_HKMA_BAND");
hkmaPegRateScaled = newPegRateScaled;
borderPaused = paused;

b

function checkBorderCompliance(address party) public view returns (bool) {
if (party == address(@)) return true;
uint64 policyId = ITIP20Token(0x20C0000000000000000000000000000000000002) .transferPolicyId();
if (policyIld <= 1) return true;
return ITIP403Registry(0x403c000000000000000000000000000000000000) . isAuthorized(policyId, party);

Governance updates via setBorderPolicy are dual-locked: callable exclusively by

LingheSovereignTimelockMultisig ( 0x890 00000 000000 04 , 3-0of-4 sovereign guardians
across HK-HKMA , SG-MAS, JP-FSA, CH-FINMA , further reinforced by mandatory eta = queuedAt + minDelay
timelock execution in LingheSovereignSecurityGuardVs ) and bytecode-clamped to myy s € [77500,78500]

( OUTSIDE_HKMA_BAND ). Institutional FX conversion via swapLinkedRate(tokenIn, amountIn, recipient) executes
deterministic truncating integer arithmetic:

out  _ in _ AN T out  _ in _ AR kp - 10,000
Arhkp = fusp—tkp (ALusp) = =R |, ALusp = fukp—usp (ALhkp ) = | =E8mm—

Defining the scaled pool valuation functional W(Bygp , Bykp ) = Busp - Tukma + 10,000 - Bykp , Euclidean division yields
AWyspnkp = AR en * Tarma ) mod 10,000 > 0, AWk Lusp = (10,000 - Al ) mod mryevs > 0, and strict round-trip
contraction fuxp_usp (fusp—ukp (X)) < x for all x € z - o, mathematically precluding zero-fee dust rounding-drain exploits
while coupling with T+@ primary-market par redemption (At — 0) to anchor secondary-market pricing tightly to
statutory par.
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Dual-Curve Cryptographic Foundations: BN254 Groth16 ZK Bridge and EIP-7951
Canonical P-256 Hardware Root-of-Trust

6.1 BN254 Optimal Ate Pairing Algebra and LinghezkLightClientBridge (0x8900...0002)

Replaying external source-chain validator signatures directly on a destination chain incurs O(|V.|) verification
complexity. Linghe Chain compresses arbitrary external consensus state transitions into constant-size (256-byte) non-
interactive zero-knowledge proofs verified in O(1) time by LingheZkLightClientBridge ( 0x89 0000 000

0000000000002 ) over the Barreto-Naehrig pairing-friendly elliptic curve BN254 (alt_bn128, embedding degree k = 12).

The contract locks the exact 254-bit base-field prime (V. ( BN254_PRIME_Q ) and prime subgroup scalar order rgy
( BN254_SCALAR_R ):

Qg = 21888242871839275222246405745257275088696311157297823662689037894645226208583
rgn = 21888242871839275222246405745257275088548364400416034343698204186575808495617

Because g, =3 (mod 4), u® + 1 is irreducible over Foon defining the quadratic extension field [quBN =Fq. [u)/(u’® + 1) with
complex-isomorphic multiplication (a, + a, u)(b, + by u) = (ayb, —a; b;) + (ayb, + a, by)u mod Qpn - Let

G, c E(F, ):y* =x’ +3 be the rgy-torsion subgroup generated by G, = (1,2), let G, c E'([FqéN ):y: =X +3/(9+u) be
the rpy -torsion subgroup on the D-type sextic twist (( =9 +u), and lete: G, xG, — Gy ¢ [F;llazN denote the bilinear, non-
degenerate Optimal Ate pairing satisfying e([a]P, [b]Q) = e(P, Q)®. Per EIP-197 , EVM precompile ox 0000 0
000000000000000000008 requires every [Fq?5N

Hgip-97 ((eo T8 Yy Ty, w) = [1x15 X1 Y5 Y11= [Ximag s Xreat ]y Dipag s Vet 11

coordinate to undergo the big-endian polynomial degree permutation Ilgp_97:

Omitting Igp.9; Maps a valid G, element off the twisted curve E'([qu ) with overwhelming probability 1 — qg;, causing
BN

0x08 subgroup checks to abort immediately.

Prior to releasing cross-chain liquidity in verifyProofAndRelease , the bridge asserts
IprocessedNullifiers[nullifierHash] (NULLIFIER_USED ), enforces TIP-403 recipient authorization against ox403c
000000 0000 00000000 ( ZK_BRIDGE_TIP403_SANCTIONED ), and folds the complete cross-chain settlement

context into a single scalar public input x € . via computePublicSignal:

BN
x = uint256(keccak256("LINGHE_ZK BRIDGE_V3" I chainld I nullifierHash I sourceChainld Il Ay I stateRoot I token I recipient I amount)) mod rgy

X
sN

For circuit trapdoor (a, 8,v,9,70,71) € (F )6 and on-chain verifying key vk = (a; ,52 Yy 8,,1C,,1C,) (mutable post-
bootstrap solely by 0x890 00000 000000 04 ), the prover samples uniform blinding scalars

Fotind» Spiind € Fr,, t0 cONstruct 7 = (A, B, C) = ([Fpjing 1G1 > Mgip-197 ([Spiina 162 )s [€]G,) where

c=8" (Fplina Spiing — B — (o + x7,)y) (mod rpy ), achieving perfect zero-knowledge (statistical distance Ay, = 0). On-chain,
verifyGrothl6Proof enforces canonical coordinate bounds A A, < gy ( INVALID_G1_A)and C,, Cy < gy
(INVALID_G1_C ), computes G; negation —A = (Ay, qg, — (4y mod qg,,)) (or (Ay,0) if Ay = 0) to avoid [qui- inversion, and

executes a three-stage staticcall pipeline across 0x07 , 0x06 , and 0x08 to verify:

e(-A,B) e(a;,B,) e(IC, +[x]IC;, 7,)  €(C,8,) = g omssome + h (o Tty el = g9 — 3
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// LingheZkLightClientBridge @ 0x8900000000000000000000000000000000000002 (Assembly Pairing Pipeline)

uint256[3] memory mulln = [_vk.ic1[@], _vk.ic1[1], scalarl;

assembly { okMul := staticcall(gas(), 0x07, mulIn, 96, mulOut, 64) } // 0x07 ecMul: [x]IC_1
uint256[4] memory addIn = [_vk.ic@[@], _vk.ic@[1], mulOut[@], mulOut[1]];

assembly { okAdd := staticcall(gas(), 0x06, addIn, 128, vkX, 64) } // 0x06 ecAdd: IC_0 + [x]IC_1
uint256 negAy = alll == @ ? © : BN254_PRIME_Q - (alll % BN254_PRIME_Q);

uint256[24] memory pairIn = [
alel, negAy, bflel[e]l, ble]l[1], b[1]l[e], bl1][1],
_vk.alphal[@], _vk.alphal[1], _vk.beta2[0][0], _vk.beta2[0][1], _vk.beta2[1][0], _vk.beta2[1][1],
vkX[@], vkxX[1], _vk.gamma2[0][0], _vk.gamma2[@][1], _vk.gamma2[1][@], _vk.gamma2[1]I[1],
cl[o], cl1], _vk.delta2[e][@], _vk.delta2[@][1], _vk.delta2[1][@], _vk.delta2[1][1]
¥
assembly { okPair := staticcall(gas(), 0x08, pairIn, 768, pairOut, 32) } // 0x08 ecPairing: 4-pair
check

Byte Range & Exact
Precompile Target Address Operation uint256 Big-Endian Word Return
Layout
0x 00000 0000  BN254 ecMul 0..95 (3 words): [ICl.x, 64 B (G1)
0000000000000007 ICl.y, scalarl

~ mulOut = [x]IC,

ox 0000 0000  BN254 ecAdd 0..127 (4 words): 64 B (G1)
0000000000000006 [ICo.x, ICO.y,

mulOut.x, mulOut.y]

~ vkX =1C, + [x]IC,

0x 0000 00000 BN254 ecPairing 0..191: (-A, B); 32 B (0x01)
0000000000000008 192..383: (alphal,

beta2) ; 384..575: (vkX,

gamma2) ; 576..767 : (C,

delta2)
0x 00000 0000  P256VERIFY 0..31: messageSha256 ; 32 B (0x01)
0000000000000100 32..63: r; 64..95: s;

96..127 : gx; 128..159:

ay (160 B)

Empirically verified on Linghe Chain, a complete verifyProofAndRelease execution—encompassing TIP-403
compliance screening, public-signal hashing, 0xe7 scalar multiplication, oxe6 affine addition, @xe8 four-pairing
verification, processedNullifiers[nullifierHash] = true locking, VerifiedHeaderRoot storage commitment, and
TIP-20 vault payout—consumes exactly 815,381 gas , representing 0.027% of a single block’s 3,000,000,000 gas
ceiling and supporting over 3,600 trustless ZK cross-chain verifications per 250 ms slot.

6.2 Osaka EIP-7951 P256VERIFY (0x0100 ), Enclave PCRo Root-of-Trust ( 0x8900...0003 ), and Canonical
Low-S Hardening

Confidential Al accelerators (NVIDIA H100 Confidential Computing) and cloud enclaves ( AWS Nitro Enclaves ) fuse
root attestation keys over NIST secp256r1 ( P-256 ), defined over prime field p,,. =27° —2%* +2'% +2% — 1 by
EF, . ):3? = x° = 3% + bpysg (mod Dp,s) With prime group order np,ss ( P256_ORDER_N =
OxFFFFFFFFO0000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551 , cofactor # = 1). Simulating P-256
arithmetic in EVM bytecode consumes millions of gas; Linghe Chain instead activates the Osaka EIP-7951 native
precompile P256VERIFY at ox 000 000 0000000100 and anchors hardware trust in

LingheHardwareAttestationVerifier (0x89 00000 00000 0000003 )
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FIG.04 DUAL ELLIPTIC-CURVE CRYPTOGRAPHIC ROOTS — BN254 GROTH16 & LOW-S EIP-7951 P-256 815,381 GAS - 0x0100 TEE

Engine A — Cross-Chain Mathematical Finality: BN254 (alt_bn128) Groth16 Zero-Knowledge Light Client

Origin Escrow Fill Groth16 Proof (A, B, C) Precompiles 0x06 / 07 / 08 0x8900...0002 Bridge
ETH / Base / Arb / OP / BNB 3 Public Signals + Witness e(A,B) = e(a,B)-e(L,y)-e(C,b) 815,381 gas (0.027% Slot)

Engine B — Silicon Hardware Root-of-Trust: NIST secp256r1 (Osaka EIP-7951 0x0100 + v5.0 Low-s Guard)

NVIDIA H100 / Nitro TEE SecurityGuardV5 Low-s Gate Precompile 0x0100 P256VERIFY 0x8900...0003 Verifier
PCRO Enclave Quote + IO Hash @ < s = P256_HALF_N Native Kernel ECDSA Check Unlocks 80/20 AI Escrow

FIGURE 04 — Dual Cryptographic Verification Pipelines: BN254 Groth16 Pairing & Canonical Low-s EIP-7951 P-256
Hardware Trust

Note: LingheSovereignSecurityGuardV5 enforces strict low-s scalar bounds (0 < s < n/2) prior to invoking 0x0100.

Cross-curve hardware attestation and post-genesis audit hardening operate across two coordinated tiers:

1. Silicon Root-CA, PCRo Image Allowlisting, and Two-Tier TEE Settlement ( 0x8900...0003 & 0x8004...0003):
Following bootstrap lock ( lockBootstrapToMultisig() ), only the 3-of-4 sovereign multisig ( ex8900000 0

registerVendorRootKey(vendorId, gx, qy, active) or approve deterministic enclave image measurements
( PCRO ) via setApprovedPcro(pcr@Measurement, allowed) . Upon enclave boot, the hardware root-of-trust signs
the domain-separated SHA-256 quote digest binding its ephemeral in-enclave secp256kl runtimeSigner :

dquote = SHA256("LINGHE_HW_ATTESTATION_V3" I chainld I verifierAddr I vendorld I pcrOMeasurement Il runtimeSigner I validUntil)

verifyAndRegisterEnclave asserts root.active (UNKNOWN_VENDOR_ROOT ),

approvedPcr@Measurements [pcr@Measurement] ( UNAPPROVED_PCR@_MEASUREMENT ), runtimeSigner != address(0)

( ZERO_SIGNER), and validUntil > block.timestamp ( QUOTE_EXPIRED ), then staticcalls ox 0000 0000
0000000000100 with the 160 -byte IEEE P1363 payload (d_quote, sigR, sigS, root.gx, root.qy)

( INVALID_P256_HARDWARE_QUOTE on failure). Once registered, high-frequency Al inference settlements in
LingheERC8004ValidationEscrow ( 0x8004000 00000 000000 3) invoke

validateAndSettleWithHardwareQuote(taskId, resultDigest, enclaveSignature) : the escrow contract recovers
the enclave’s secp256k1 signer over "LINGHE_TEE_EXECUTION_V2" (taskId, modelDigest, promptDigest ,
resultDigest ), verifies isHardwareVerifiedEnclave(recovered) on 0x89 000 000 00003

( ENCLAVE_NOT_HARDWARE_P256_ATTESTED if expired or PCR@ -revoked), and atomically distributes the 80% / 20%
payout between skill executor and model IP author.

2. Post-Genesis Canonical Low-s and Timelock Hardening ( LingheSovereignSecurityGuardVs ): Per the EIP-
7951 specification, precompile 0x00000000 000 000000100 validates standard FIPS 186-5 ECDSA
overr,s € [1, npys5¢ — 1] without restricting s to the lower half-order. To eliminate signature malleability in signature-
indexed attestation workflows without mutating Genesis Block-0 ( @1a390d7... ),

LingheSovereignSecurityGuardV5 pairs mandatory timelocked governance ( eta = queuedAt + minDelay with

Apin € (0,30 days] over 0x89 000 000 0004 , reverting premature execution with
TIMELOCK_ETA_NOT_REACHED ) with verifyCanonicalP256Signature :
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// LingheSovereignSecurityGuardV5: Canonical Low-S P-256 Verifier via Osaka Precompile 0x0100
uint256 public constant P256_ORDER_N =
OXFFFFFFFFO0000000FFFFFFFFFFFFFFFFBCEGFAADA7179E84F3B9CAC2FC632551;

uint256 public constant P256_HALF_N =

Ox7FFFFFFF800000007FFFFFFFFFFFFFFFDE737D56D38BCF4279DCES5617E3192A8;

function verifyCanonicalP256Signature(
bytes32 messageSha256,
bytes32 r,
bytes32 s,
bytes32 qgx,
bytes32 qy
) external view returns (bool) {
uint256 rvVal = uint256(r);
uint256 sVal = uint256(s);
if (rval == @ || rVal >= P256_0ORDER_N) return false;
if (sval == @ || sVal > P256_HALF_N) return false;

bytes memory input = abi.encodePacked(messageSha256, r, s, gx, qy);

(bool ok, bytes memory ret) = 0x0000000000000000000000000000000000000100.staticcall(input);
if (lok || ret.length != 32) return false;

return abi.decode(ret, (uint256)) == 1;

0<r<nmpss A 0<s<I1™%)=pP256 HALF N

. . . On-Chain Precompile & Canonical Bounds & Replay /
Cryptographic Subsystem Algebraic Curve & Field Verifier Contract Malleability Defense
Cross-Chain ZK Light Client BN254 (alt_bnl128, 0x06 , 0x07 , 0x08 -> ox A,C €0, Qpy — 1]2; Mgip.197 layout;
k=12,F, Fg) 89000000 000000000 processedNullifiers lock
‘ 000000000000002
Hardware Enclave Root-CA NIST P-256 (secp256rl, 0x0100 -> 0x89000000000 0 <r < npyse, 0 < s <Lhpyss/2];
P ) 00000000 00000000 PCRO & validUntil gate
P256
0003 & GuardVs
Enclave Runtime & Escrow secp256kl ([Fpkl , ecrecover -> 0x80040000 Domain
Y =x+7) 000000 000 "LINGHE_TEE_EXECUTION_V2" ;
0000003 It.settled; live

0x8900...0003 callback

THEOREM 6.1 — Canonical Low-S P-256 Signature Uniqueness and Non-Malleability

Let E([Fp%) be the NIST P-256 curve of odd prime order np,ss With base generator G and valid public key
Q=[d]G e E([Fp,,m )M O}. For any fixed message digest z = uint256(d . ) mod np,s, and fixed ephemeral curve point
R =[k]G = (xg,y,) # O With r = xg mod np,s¢ # 0: (i) raw EIP-7951 (x 000000 0000000 0000100 )
accepts both (r, s) and its malleable reflection (r,s ) where s = np,s¢ —s; and (i) the predicate
verifyCanonicalP256Signature enforcing 0 <s < lnp,s¢/21 accepts (r, s*) for a unique scalar s e [1,lnpyse/21] per

unordered nonce pair {[k]G, [-k]G}, unconditionally rejecting all second-order ECDSA malleable transcripts without
loss of signing completeness.

PROOF

i. Suppose (r,s) with r,s € [1, npys¢ — 1] satisfies the P-256 ECDSA verification congruence: let w = s ' mod Np256 »
uy = zw mod npysg, Uy =rw mod npyse, and R =[u; ]G+ [u, ]Q = (xg,y, ) # O With xz mod npyss =r. Consider
s =npass — S € [1,1pase — 1]. In the prime field Fy,, (s) ' =(=s)"' =-w (mod npass), yielding verification scalars
u'1 = —u, (mod np,s¢) and u'2 = —u, (mod np,se ). By additive group inversion on the short Weierstrass curve
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E(F, Ppyse ~ Yg) # O, Which shares the
identical affine abscissa xy = xz and therefore satisfies x; mod npys¢ =r. Thus raw 0x0 0000 0

0000000000000100 returns 1 for both (r,s) and (r, npyss — S).

- ), the recovered curve point is R = [~u ]G+ [u;]1Q = —R = (xg,

ii. Because np,s is an odd prime (0x..FC632551 = 1 (mod 2)), no element s € [1, np,ss — 1] satisfies s = npys6 — s,
and the non-zero scalar domain partitions into two strictly disjoint, equinumerous intervals

Jiow = [1,(np2sg — 1)/2] and Fyigh = [(Mp2ss + 1)/2, npass — 1], where (npyse — 1)/2 = Lnpyse/21 = P256_HALF_N. The
involution «(s) = npyse — s is a strict bijection : 714y <> 7nign . FoOr any fixed r, z, and Q = [d]G (r # 0), a valid ECDSA
scalar s must satisfy [s]R’ = [z]G +[r]Q for some curve point R e E([Fpm‘ ) with xz mod np,sc = r. For the genuine

ephemeral pair +R = (Xg>£y,) (noting Ve =0 (mod p___ ) since nyp,s, is 0dd and E(Fppm) has no points of order 2

P256
), the discrete logarithms are +k mod nyp,s, yielding exactly the two conjugate solutions s = k™' (z+rd) mod Np)se
and s’ = np,ss — 5. Exactly one element s € {s, np,5s — s} lies in 7,,,, (preserving 100% signing completeness via
s" =min(s, np,s56 — ), While its dual «(s") € 7, Violates sVal <= P256_HALF_N in

verifyCanonicalP256Signature and is deterministically rejected prior to calling 0xee 00
000000000000100 .

Q.E.D. m

6.3 Adversarial Cryptographic Boundary Verification

Four second-order cryptographic attack surfaces are neutralized across the dual-curve verification stack:

1. Non-Canonical G, Field Aliasing (a; +k - q;, ): An adversary attempting to submit distinct byte representations of
the same Groth16 proof by adding multiples of gy, toAorC coordinates is deterministically rejected by
require(a[@] < BN254_PRIME_Q && all] < BN254_PRIME_Q) and require(c[@] < BN254_PRIME_Q && c[1] <
BN254_PRIME_Q) prior to precompile invocation.

2. Mempool Recipient Substitution & Nullifier Replay: Because recipient, token, amount, sourceChainId,
blockHeight , stateRoot,and nullifierHash are all absorbed into x under "LINGHE_ZK_BRIDGE_V3" , any
mempool front-runner substituting recipient alters x ~ x" # x, breaking the bilinear pairing equality
( INVALID_BN254_ZK_PROOF ), while re-submission of a settled proof fails immediately on
IprocessedNullifiers[nullifierHash] (NULLIFIER_USED ).

3. Instantaneous PCR0 Enclave Revocation Propagation: Should a vulnerability be disclosed in an enclave binary

measurement, a timelocked 3-of-4 governance call setApprovedPcro(pcroMeasurement, false) on 0x89000000
000000 00000 003 causes isHardwareVerifiedEnclave(runtimeSigner) to evaluateto false

instantaneously across all previously registered enclave nodes sharing that PCR@ , blocking unauthorized

settlements in 0x8004 0000 00000 3 without requiring individual node enumeration.

Autonomous Agentic Commerce Protocol Stack: ERC-8004 Registries, x402

Micropayments, and Verifiable Inference Game Theory

Autonomous machine-to-machine (M2M) economic coordination fails on legacy general-purpose blockchains due to
three structural bottlenecks:

1. Sybil-Prone Discovery and Privacy Leakage: Off-chain directories lack cryptographic identity persistence, while
naive on-chain KYC/KYB registries expose sensitive corporate or personal attributes in public state.

2. Authorization Latency versus Key-Exposure Risk: Interactive wallet confirmation modals break sub-second
autonomous API execution, whereas provisioning an LLM runtime with an unrestricted treasury private key creates
catastrophic drainage exposure under prompt-injection or dependency compromise.
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3. Asymmetric Moral Hazard in Outsourced Inference: Without hardware-rooted execution proofs, a profit-
maximizing compute provider faces a strict short-term incentive to substitute a quantized, distilled, or lower-
parameter model m’ in place of the contracted canonical model m"~ while collecting full-precision settlement fees.

Linghe Chain ( ChainID: 88888, 0x15b38) resolves all three bottlenecks at Genesis Block-0 by coupling four enshrined

agentic smart-contract registries with the kernel-level 2D Nonce Manager ( 0x4e4f4e434500 00000 0000
0), TIP Fee Manager ( 0xfeec000o 0000 00000 ), and LingheHardwareAttestationVerifier (0x89
000000 0000 00000 3).

7.1 Enshrined ERC-8004 Registry Architecture and Session Key State Guardrails

Protocol-level identity, verifiable execution reputation, royalty-splitting task escrow, and scoped session delegation are
partitioned into four orthogonal Genesis predeploys with disjoint storage namespaces:

State-Mutating Entrypoints &

Protocol Module Genesis Predeploy Address Canonical State Structs Deterministic Revert Guards

LingheERC8004IdentityRe  0x800400000000000000000000 AgentRecord , registerAgent ,
gistry 0000000000000001 ComplianceBadge registerAgentFor,
updateAgent ,
attestAgentCompliance,
revokeAgentCompliance ;
enforces unique handle
( HANDLE_TAKEN ), non-zero ZK
digest
( EMPTY_ZK_COMMITMENT ),
and active attester lock
(ATTESTER_LOCKED ).

LingheERC8004Reputation  0x8004000 0000000 ReputationSummary , submitFeedback ,
Registry 0000000000000002 FeedbackEntry submitVerifiedFeedback ;
enforces domain score
s €[0,100]
( SCORE_OUT_OF_RANGE ),
one-way task-hash nullification
via recordedTaskHashes
( DUPLICATE_TASK_HASH),
and teeVerifiedTasks
tracking.

LingheERC8004Validation  0x800400000000000000000000 ValidationTask, createValidationTask,

Escrow 0000000000000003 EnclaveRequirement createVerifiableTask ,
validateAndSettle,
validateAndSettleWithPr
oof ,
validateAndSettleWithHa
rdwareQuote ; enforces
skillRoyaltyBps <=
5000 (ROYALTY_TOO_HIGH)
and hardware P-256 enclave
check
( ENCLAVE_NOT_HARDWARE_P
256_ATTESTED ).
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State-Mutating Entrypoints &

Protocol Module Genesis Predeploy Address Canonical State Structs Deterministic Revert Guards
LingheSessionKeyManage 0x84020000 0000000 SessionGrant, authorizeSession,
r 0000000000000001 SessionScope authorizeScopedSession,

recordSessionSpend ;
enforces cumulative ceiling
( BUDGET_EXCEEDED ), per-tx
limit
( PER_TX_LIMIT_EXCEEDED ),
expiry ( SESSTION_EXPIRED ),
and recipient allowlist
(RECIPIENT_NOT_WHITELIS
TED).

7.1.1 Sovereign Agent Identity and Zero-PIl ComplianceBadge Lifecycle

LingheERC8004IdentityRegistry ( 0x8004000 00000 00000 1) assigns each autonomous service a
monotonically increasing agentId (++totalAgents )indexed by handle digest /., = keccak256(bytes(handle)) over
bounded UTF-8 strings 1 < |handle| < 64 ( INVALID_HANDLE ). Each AgentRecord separates cold ownership ( owner ) from
hot runtime control ( operator ), binding an off-chain agentCardUri, an invocation endpoint , and a 32-byte
capabilityHash .

To reconcile institutional KYB/AML supervision with strict zero-PIl data minimization,
attestAgentCompliance(agentId, jurisdictionCode, complianceTier, expiresAt, zkCredentialHash,
teeHardwareVerified) attaches a ComplianceBadge without storing any plaintext legal entity name or individual
identifier on-chain:

e Jurisdiction and Tier Stratification: jurisdictionCode encodes the supervisory regime schema (such as HK-
HKMA padded to bytes32 modeling Hong Kong Cap. 656 compliance invariants, engineered by protocol R&D
author MYRILUM LIMITED , UBI 80912065 ), while complianceTier € {1,2,3} stratifies counterparty permissions
across Tier 1 (Basic Developer), Tier 2 (Verified KYB), and Tier 3 (Regulated Institution / VASP Schema).

¢ Zero-Knowledge Credential Commitment: zkCredentialHash ( != bytes32(0) , reverting with
EMPTY_ZK_COMMITMENT otherwise) anchors a cryptographic commitment to the underlying institutional KYB dossier,
while teeHardwareVerified signals attested confidential compute execution.

¢ Anti-Hijacking Attester Lock: Whenever an existing badge remains unrevoked and unexpired
(existing.attester != address(0) && !existing.revoked && existing.expiresAt > block.timestamp ), any
overwrite attempt by a caller outside {existing.attester, rec.owner, rec.operator} reverts deterministically
with ATTESTER_LOCKED . Counterparties invoke isCompliantAgent(agentId, trustedAttester,

requiredJurisdiction) in O(1) gas to verify active status, attester authority, jurisdictional match, and temporal
validity prior to routing regulated workloads.

7.1.2 Payment-Coupled Reputation Accounting ( LingheERC8004ReputationRegistry )

Purely declarative peer-review registries collapse under zero-cost Sybil ballot stuffing.

LingheERC8004ReputationRegistry ( 0x8004 00000 0000 02 ) anchors reputation updates directly
to verifiable payment and enclave execution digests through _recordFeedback :

1. Task-Hash Nullification: Every non-zero paymentTx0rTaskHash is checked against recordedTaskHashes and
permanently marked true , guaranteeing a strict bijection between settled on-chain payment receipts and recorded
feedback entries ( DUPLICATE_TASK_HASH on replay).

2. Volume-Gated Settlement Counters: Within ReputationSummary , x402SettledTasks and totalVolumeAtomic

increment if and only if amountAtomic > @, preventing zero-value synthetic calls from inflating commercial
settlement metrics.
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3. Hardware-Attested Separation: Calling submitVerifiedFeedback with a non-zero teeProofDigest records
feedbackProofDigests[feedbackId] = teeProofDigest and increments teeVerifiedTasks . Calling
getExtendedReputation(agentId) returns the six-tuple (feedbackCount, averageScoreBps,
x402SettledTasks, teeVerifiedTasks, totalVolumeAtomic, lastUpdatedAt) , where basis-point quality is
computed exact-integer wise as:

0 ifN; =0

averageScoreBps(j)={ 100- ¥ .
L#J € [0,10000] if N; >0
J

7.1.3 Popup-Free Scoped Session Delegation ( LingheSessionKeyManager )

LingheSessionKeyManager (0x8402000 00000 0000 1) decouples autonomous execution liveness
from master-key custody. A treasury owner invokes authorizeScopedSession(sessionKey, spendToken, maxBudget,
maxPerTx, allowedRecipient, expiresAt) once, establishing a four-dimensional spending polytope over

(SessionGrant, SessionScope) . Every subsequent autonomous invocation of recordSessionSpend(owner,

sessionKey, recipient, amount, resourceHash) by sessionKey is gated by five conjunctive invariants:

active = true A fn,, Sle, A (Sgpeny TA<B

max) A (Mtx =0vacs Mtx) A (ﬂallow = address(@) vr= Kallow)

where S denotes spentAmount , a denotes amount , B,,, denotes maxBudget , M,, denotes maxPerTx , and ®

spent allow

denotes allowedRecipient . State mutation g.spentAmount += amount precedes
ITIP20Minimal(g.spendToken).transferFrom(owner, recipient, amount) , bounding worst-case runtime

max

compromise strictly to min(Bp.x — S M,y ) directed exclusively to pre-whitelisted settlement receivers.

spent >

7.2 HTTP 402 (x402 v1) Sub-Second Micropayments and Lock-Free ox76 Parallel Settlement

Linghe Chain implements the machine-native HTTP 402 Payment Required (x402 v1, scheme: "exact" , network:
"eip155:88888" ) settlement protocol through the x402 Compliance Settlement Gateway. Pricing and settlement
operate natively in 6-decimal (10° atomic units) enshrined TIP-20 reference ledger primitives— LUSD ( 0x20C00000000000

000000 0000 1)and LHKD ( ex2ec 0000 0000 02 )—while execution gas is paid
directly in those enshrined primitives via TIP Fee Manager ( @xfeec@ 0000 0000 ), removing

volatile native-token acquisition friction for autonomous agents.

Canonical Skill Registered ERC-8004 Settlement Primitive F tted F Policy Routing Tier & Kernel
Identifier Handle & Atomic Price ormatied Fee Gate

mev-intent- linghe-market- LUSD (100000 0.10 LUSD FAST_LANE ( TIP-403 KYT +
routing oracle atomic) 24h Rolling Window)
deep-security- linghe-security- LUSD (250000 0.25 LUSD FAST_LANE ( TIP-403 KYT +
audit sentinel atomic) H100 TEE Quote)
rust-kernel- linghe-code- LUSD (500000 0.50 LUSD FAST_LANE ( TIP-403 KYT +
synthesis architect atomic) H100 TEE Quote)
hkma-cap656—am1- linghe-hkma- LHKD (2000000 2.00 LHKD CAP656_POLICY_2_GATE
screening regtech atomic) (Enshrined Policy #2 Bound)
institutional- linghe- LUSD 1,200.00 LUSD INSTITUTIONAL_TRAVEL_RULE
rwa—compliance- institutional- (1200000000 (Mandatory FATF Rec. 16
audit auditor atomic) Envelope)

7.2.1 Challenge-Response Handshake, Pre-Broadcast KYT, and Three Settlement Modes

1. Unauthenticated Invocation and HTTP 402 Challenge: When a caller invokes a skill endpoint without payment
credentials, the gateway returns HTTP 402 containing an x402Version: 1 JSON specification with
maxAmountRequired , asset, payTo, maxTimeoutSeconds: 60 ,and an extra descriptor binding
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erc8004IdentityRegistry ( 0x80040000 0000 00000 1), erc8004ReputationRegistry (0x800400

000000 00000 00002 ), erc8004AgentId, enclaveVerifier , and boolean

requiresTravelRuleEnvelope :

HTTP/1.1 402 Payment Required
Content-Type: application/json; charset=utf-8

{

""x402Version": 1,

"scheme": "exact",

"network": "eip155:88888",

"maxAmountRequired": "250000",

"asset": "0x20C0000000000000000000000000000000000001"",

"payTo": '<agentPayeeAddress>",

"maxTimeoutSeconds": 60,

"extra": {
"symbol": "LUSD",
"decimals": 6,
"chainId": 88888,
"erc8004IdentityRegistry": "0x8004000000000000000000000000000000000001",
"erc8004ReputationRegistry'": '"0x8004000000000000000000000000000000000002",
"erc8004AgentId": 1,
"complianceTier": "FAST_LANE",
"requiresTravelRuleEnvelope": false,
"teeHardwareAttested": true

2. Pre-Broadcast TIP-403 Sanctions and FATF Rec. 16 Anti-Structuring Gate: Before broadcasting any
transaction, the gateway recovers the payer address and queries isAuthorized on the enshrined TIP-403 Policy

Registry (@x403c 0000 00000 00 ), aborting sanctioned callers immediately with HTTP 403
TIP4@3_SANCTIONED_ENTITY . Next, the gateway converts the payment into USD-equivalent atomic units (

Uysq = 1100 - @/7801 for LHKD , v, = a for LUSD ) and evaluates both the single-call threshold (v,4 > $1,000.00, i.e.,
HK$7,800.00) and the payer’s 24-hour sliding-window cumulative ledger W, 4, (payer). When triggered, the request
must carry an X-Travel-Rule-Envelope header containing originatorVaspDid , beneficiaryVaspDid ,
kybCredentialHash , and jurisdiction (failing closed with HTTP 451 TRAVEL_RULE_ENVELOPE_REQUIRED

otherwise); only the keccak256 envelope digest is persisted via atomic write-ahead temp-swap storage.

3. Three Polymorphic Settlement Modes:

o Mode A ( non-custodial-raw-tx ): The client submits a signed raw transaction inside Base64 X-PAYMENT ; the
gateway enforces replay uniqueness via usedPaymentDigests , broadcasts via Sovereign JSON-RPC, verifies
emitted Transfer(from, payTo, value >= requiredAmount) logs, and records reputation on a parallel 2D-
nonce lane.

o Mode B ( tempo-0x76-2d-nonce-atomic-batch ): The client signs a canonical 9-line EIP-191 Linghe0S x402
Payment Authorization (Network: eip155:88888, Skill, Asset, Amount, PayTo, Payer, Nonce,
ExpiresAt ). To eliminate 1D-nonce serialization bottlenecks, the gateway stripes transactions round-robin
across 32 lock-free 2D-nonce channels ( noncekey € [101,132])on 2D Nonce Manager ( @x4e4f4e434500000000
000000 0000000 ), atomically bundling ITIP2@0Minimal.transfer and submitVerifiedFeedback inside

one 250 ms Simplex BFT block (20/20 concurrent settlements verified in ~1,004 ms with @ nonce
collisions).

o Mode C ( Xx-OMNICHAIN-INTENT ): Callers holding liquidity on Ethereum, Arbitrum, Base, OP Mainnet, BNB
Smart Chain, or Solana attach a signed ERC-7683 cross-chain intent; the Omnichain Intent Solver fronts native
LUSD or LHKD on LingheOmnichainSettler (0x89 000 000 0000001 ) in ~936 ms end-
to-end while crediting v, into the same W, (originSender) window to foreclose cross-chain Travel-Rule

structuring.
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ERC-8004 x HTTP 402 AGENT ECONOMY — TEE INFERENCE & 80% / 20% ROYALTY LOOP 8,000 / 2,000 BPS ATOMIC

‘ FIG.05

1. Autonomous Caller Agent 2. x402 Settlement Gateway 3. Escrow & TEE Enclave
. 402 + Pay . Lock+Attest
SessionKey (0x8402..0001) HTTP 402 Payment Required 0x8004..0003 Escrow
Per-Tx Cap - Total Cap - TTL TIP-403 + 24h FATF Rec. 16 Check 0x8900..0003 PCRO + P256
0x76 2D Nonce LUSD/LHKD Atomic Replay Cache Guarded Verifiable Al Execution
80.0% EXECUTION NODE (8,000 bps) 20.0% IP
ERC-8004 Sovereign Registries 80.0% — Skill Execution Node 20.0% — Foundation Model IP
Identity: 0x8004..0001 (ZK-KYB) Instant LUSD / LHKD Settlement Protocol-Enforced Upstream Royalty
Reputation: 0x8004..0002 (Weighted) 8,000 bps Atomic Payout 2,000 bps Atomic Royalty

FIGURE 05 — ERC-8004 Autonomous Agent Economy, HTTP 402 Challenge-Response & 80% / 20% Atomic Royalty
Settlement Loop

Note: Atomic 80%/20% payout and reputation update execute strictly upon valid on-chain PCRO & P-256 enclave attestation.

7.3 Verifiable TEE Inference Escrow, 80% / 20% Royalty Conservation, and Game-Theoretic
Equilibrium

For high-stakes inference tasks, LingheERC8004ValidationEscrow ( 0x8004000000 0000 0000003 )
implements a three-tier settlement hierarchy— validateAndSettle (bilateral optimistic), validateAndSettleWithProof
(enclave runtime signature), and validateAndSettleWithHardwareQuote (hardware Root-CA anchored)—combined
with exact-integer attribution royalty splitting.

When a client calls createVerifiableTask(taskId, agentId, agentPayee, skillAuthor, skillRoyaltyBps,
paymentToken, escrowAmount, promptDigest, modelDigest, enclaveVerifier) , the contract transfers

E = escrowAmount into custody, enforces skillRoyaltyBps <= 5000 ( ROYALTY_TOO_HIGH ), and binds
EnclaveRequirement (modelDigest, enclaveVerifier, false) .Under
validateAndSettleWithHardwareQuote(taskId, resultDigest, enclaveSignature) , release of E requires recovering

recovered via ecrecover over the EIP-191 message hash of computeProofDigest :

dproor = keccak256("LINGHE_TEE_EXECUTION_V2" | 88888 I Acscrow | taskld I duodet 1 dprompt 1 dresult)

and satisfying both recovered == req.enclaveVerifier ( INVALID_TEE_ENCLAVE_PROOF ) and an on-chain call to
LingheHardwareAttestationVerifier (0x89 0000 0000 0000003 ):

ILingheHardwareVerifier(0x8900...0003).isHardwareVerifiedEnclave(recovered)=true

which holds if and only if recovered was attested via verifyAndRegisterEnclave using a valid NIST secp256rl (P-
256 ) vendor Root-CA signature (verified at precompile 0x0000000 0000 0000 100 ) over an unexpired

quote matching a sovereign-approved pcr@Measurement (NVIDIA H100 Confidential Computing or AWS Nitro Enclave).
Unattested enclaves revert deterministically with  ENCLAVE_NOT_HARDWARE_P256_ATTESTED .

Once verified, _settlePayout executes atomic attribution disbursement. Under the canonical 80% / 20%
operator/model-creator royalty parameter ( skillRoyaltyBps p = 2000), payouts are governed by exact integer
subtraction:

_, E- _ _
Rcreator - I-ﬂm&jh Poperator =E- Rcreator > Rcreator + Poperator =E VEeZ >0> P € [0, 5000]

At p =2000, skillAuthor receives L0.20El and agentPayee receives E —10.20E1, guaranteeing zero trapped dust
across arbitrary atomic amounts:
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function validateAndSettleWithHardwareQuote(

bytes32 taskId, bytes32 resultDigest, bytes calldata enclaveSignature
) external {

ValidationTask storage t = _tasks[taskId]l;

EnclaveRequirement storage req = _enclaveRegs[taskId];

require(t.createdAt != 0 && !t.settled && reg.enclaveVerifier != address(0),
"INVALID_TASK_STATE");

require(resultDigest != bytes32(@), "EMPTY_RESULT_DIGEST");

bytes32 structHash = computeProofDigest(taskId, req.modelDigest, t.promptDigest, resultDigest);
address recovered = _recoverSigner(

keccak256 (abi.encodePacked("\x19Ethereum Signed Message:\n32", structHash)), enclaveSignature
D8
require(recovered == req.enclaveVerifier, "INVALID_TEE_ENCLAVE_PROOF");
require(

ILingheHardwareVerifier(0x8900000000000000000000000000000000000003) . isHardwareVerifiedEnclave(recover
ed),
"ENCLAVE_NOT_HARDWARE_P256_ATTESTED"
);
req.proofVerified = true;
_settlePayout(t, resultDigest); // Atomic 80% agentPayee / 20% skillAuthor TIP-20 transfer

The strategic interaction between Client C and Operator O per epoch is summarized by the normal-form subgame
payoff bimatrix (u., u,) below (omitting negl(4) cryptographic forgery terms, with a = p/10000 = 0.20):

Cllent Verification Mode Operator Action Honest Ei(ecutlon m MOQeI Sub*stltutlon m #m (Cost Null Execution
(Cost c(m )>0) c(m)<c(m)) 1 (Cost 0)
Plain (createValidationTask , (V(m")—E, 0.80E—c(m")) (—E, 0.80E—c(m)) (Moral Hazard) ~ (—E, 0.80E)
enclaveVerifier=address(0))
HwQuote (createVerifiableTask + (V(m")—E, 0.80E—c(m")) (0, —c(m)) (Reverts (0, 0) (Reverts)
validateAndSettleWithHardwareQuote) (Unique SPNE) INVALID_TEE_ENCLAVE_PROOF )

DEFINITION 7.1 — Verifiable Agentic Inference Game

Let the Verifiable Agentic Inference Game be the discounted infinite-horizon extensive-form dynamic game
Fing = (N, #, A, {u; }, _ -6, 4) parameterized by security parameter 4 = 128 and intertemporal discount factor
d € (0, 1), played over discrete epochs t € N, among N = {C, O, M}:

1. Client Principal (C): Selects verification mode v, € {Plain, HuQuote} and escrows E; >0 ( LUSD or LHKD ) for
prompt d,, @and target weights d, 4. = H(m"), obtaining utility u. = V(m,,..)— E, upon settlement (with
V(m")>E, >V(m')=V(1)=0forall m #m") and u. = 0 if settlement reverts.

2. Inference Operator (0): Controls registered agent j ( agentPayee ) and chooses (M., k;) € {m ,m’, L} XN,
incurring physical inference cost c(m”) > c(m') > ¢(1) = 0 and submitting k, > 0 self-dealing Sybil wash
transactions to LingheERC8004ReputationRegistry ( 0x8004000000 0000 0000002 ) at per-

transaction protocol fee g _ > 0. Future market demand D(Sl}w, V;"]) routed to agent j is non-decreasing in
teeVerifiedTasks (ST™)and settled volume totalVolumeAtomic (V}).

3. Model / Skill Creator (M): Decides whether to sink R&D expenditure Crgp (m") >0 to publish weights m’ in
exchange for protocol-enforced royalty share a = p/10000 € (0, 0.50] (canonically « = 0.20).
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THEOREM 7.1 — Subgame-Perfect Nash Equilibrium of Honest TEE Execution and Sybil Resistance

Consider T, over LingheERC8004ValidationEscrow ( 0x8004 000000 000000 0003 ) and
LingheERC8004ReputationRegistry ( 0x8004 000 000 2 ) assuming EUF-CMA security
of NIST P-256 ( 0x000000000 00000 000000100 ) and secp256k1 , collision resistance of keccak256 ,

and enclave hardware integrity. Under:
1. Operator Margin Sufficiency: (E, — laE, 1) > c(m") (i.e., 0.80E, > c(m") at a = 0.20);
2. Bounded Wash-Volume Elasticity: For every k; > 1 and wash transfer size w > 0, the discounted future profit
gain from synthetic volume inflation satisfies 25AIl(k;, w) <k, "g,;and
3. Creator Incentive Compatibility: 3" &' D; laE; 1> Crep (m);

*

the strategy profile ¢* = (v; = HwQuote, (m.,. =m .k, =0), Publish(m")) forms the unique Subgame-Perfect Nash
Equilibrium (up to negl(1) cryptographic forgery probability), eliminating both model-downgrade moral hazard and
Sybil reputation wash-trading.

PROOF

By backward induction across each stage of epoch t:

1. Hardware Quote Soundness at Settlement: Given v, = HwQuote, _enclaveReqs [taskId].enclaveVerifier !=
address(0@) , so validateAndSettle reverts unconditionally with ENCLAVE_PROOF_REQUIRED . Under
validateAndSettleWithHardwareQuote , releasing E, requires a 65-byte signature over d,,,,.; (which commits
tod
“““““ 000 00 3

isHardwareVerifiedEnclave(recovered) returns true Oon 0x890000 000 000

model =H(m* )) recovering to recovered == req.enclaveVerifier such that

Because an enclave runtime measured by an approved pcréMeasurement signs d,,. only over the exact
model digest H(me.. ) loaded in protected memory, obtaining settlement after executing m+m (or L) requires
either a keccak256 collision H(m') =H(m*), an ecrecover forgery on secp256k1 , or a forged P-256 vendor
Root-CA quote passing 0x0000000 0000 0000000100 —events occurring with combined

probability €y, (4) < negl(2).

2. Strict Dominance of Honest Execution m" : Conditioned on v, = HuQuote, O’s single-period expected payoff
fromm’ is Up (m")=(E; —aE,J)—c(m" ) > 0 by Condition (1). Any deviation m # m" fails settlement with
probability 1 — €,y (4), yielding uy (M) < gy (DE; —c(m') <0 <uy(m’), while L yields
U (L) < €porge DE; <Ug (m") for negligible €forge (1)- CONnversely, had C chosen v, = Plain, O could unilaterally
settle via validateAndSettle (msg.sender == t.agentPayee ) after running L (0.80E, > 0.80E, —c(m* ),
leaving C with —E; < 0. Anticipating this, C uniquely selects v = HwQuote and secures uc = V(m*) —E; >0.

3. Strict Unprofitability of Sybil Wash-Trading (k; = 0): Suppose O dispatches k; > 1 synthetic feedback
transactions to 0x8004000 00000 0000000002 : (a) replaying any prior paymentTx0rTaskHash
reverts via recordedTaskHashes (DUPLICATE_TASK_HASH ); (b) setting amountAtomic == @ bypasses token
transfer but fails the if (amountAtomic > @) guardin _recordFeedback , leaving x402SettledTasks and

totalVolumeAtomic unchanged (All(k,,0) = 0) while burning —k, - g <0 in protocol gas via 0xfeec00000000000

Ak, , w) — k, "8, <0 by Condition (2) (while additionally triggering FATF Rec. 16 HTTP 451 enforcement
once any single wash transfer reaches US$1,000.00 or cumulative 24h wash volume reaches
50 = US$5,000.00). Thus k, = 0 strictly dominates all k, > 1.

4. Subgame Perfection of Creator Royalty Split: Because _settlePayout executes transfer(skillAuthor,
royalty) atomically before transfer(agentPayee, agentShare) within the same transaction, O has zero
post-execution hold-up power over R_.,.., = laE, 1. By Condition (3), M recoups Cyp, (m"), establishing ¢* as
the unique SPNE.

Q.E.D. m
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SECTION 08

Bidirectional Omnichain Intent Settlement and Heterogeneous Escrow State

Machines (ERC-7683 EVM and Solana BPF)

Institutional treasuries and autonomous agents maintain working capital across heterogeneous Layer-1 and Layer-2
ecosystems rather than pre-positioning funds on a single chain. Linghe Chain implements a native bidirectional ERC-

7683 cross-chain intent settlement protocol linking ChainID: 88888 to six external liquidity domains—five EVM

networks and Solana Mainnet—achieving ~936 ms end-to-end gasless cross-chain x402 fulfillment while guaranteeing

mathematical double-spend impossibility and unconditional principal recovery.

8.1 Six-Chain Intent Topology, Canonical Permit2 , and LingheOmnichainSettler

External origin intents lock assets inside LingheOriginEscrow7683 across five EVM networks (1, 10, 56, 8453,

42161 ) and inside the Anchor/BPF program linghe_solana_escrow_7683
(Lh7683Escrow1111111111111111111111111111111 ) on Solana ( 900 ). On Linghe Chain, inbound fulfillment, outbound

o000

000

intent origination, and institutional FX settlement converge at LingheOmnichainSettler ( 0x8900

0000000000001 ), integrated with LingheZkLightClientBridge ( 0x89 00000 0000000 0002 ) and
enshrined Canonical Permit2 (0x000000000022d473030f116ddeedf6b43ac78ba3 ).
External Primary Gasless / Intent Solver
Origin Chain ID Escrow Execution Runtime Settlement Authorization Reimbursement
Network Asset Standard Proof Path
Ethereum 1 EVM usbC (6 Permit2 (0x00 Path A: BN254
Mainnet (LingheOriginEscrow7683) decimals) 0000000022d4730 Grothl6
30f116ddee9f6b4 ( 0x06..0x08 )/ Path
3ac78ba3 )+ EIP- B: 3-0f-4
712 openFor secp256k1l Quorum
OP Mainnet 10 EVM usbcC (6 Permit2 (ox0@ Path A: BN254
(LingheOriginEscrow7683 ) decimals) 0000000022d4730 Groth16
30f116ddee9f6b4 ( 0x06..0x08 )/ Path
3ac78ba3) + EIP- B: 3-0f-4
712 openFor secp256k1l Quorum
BNB Smart 56 EVM usbT Permit2 (oxee Path A: BN254
Chain (LingheOriginEscrow7683) 0000000022d4730 Grothl6
30f116ddee9f6b4 ( 0x06..0x08 )/ Path
3ac78ba3 )+ EIP- B: 3-0f-4
712 openFor secp256kl Quorum
Base Mainnet 8453 EVM usbc (6 Permit2 (oxe0 Path A: BN254
(LingheOriginEscrow7683) decimals) 0000000022d4730 Grothl6
30f116ddee9f6b4 ( 0x06..0x08 )/ Path
3ac78ba3 )+ EIP- B: 3-0f-4
712 openFor secp256k1l Quorum
Arbitrum One 42161 EVM usbcC (6 Permit2 (0x00 Path A: BN254
(LingheOriginEscrow7683) decimals) 0000000022d4730 Grothl6
30f116ddee9f6b4  ( 0x06..0x08 )/ Path
3ac78ba3 ) + EIP- B: 3-0f-4
712 openFor secp256k1l Quorum
Solana 900 SVM BPF USDC-SPL (6 RFC 8032 3-of-4
Mainnet ( linghe_solana_escrow_7683) decimals) Ed25519 Intent Ed25519SigVerify

+ Anchor PDA
open_escrow

Sysvar Introspection
(claim_by_solver)
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8.1.1 Gasless Intent Signing via Canonical Permit2 and EIP-712 Witness Binding

Enshrining Canonical Permit2 ( 0x000000000022d473030f116ddee9f6b43ac78ba3 ) alongside
LingheOriginEscrow7683.openFor(GaslessCrossChainOrder, signature, originFillerData) eliminates persistent
infinite ERC-20 approvals and origin-chain gas requirements for end users. Under hashGaslessOrder , the user signs
an EIP-712 typed digest ( domainSeparator bound to name = "LingheOriginEscrow7683" , version = "4.0",
simulatedOriginChainId , and address(this) ) over GASLESS_ORDER_TYPEHASH and LINGHE_ORDER_DATA_TYPEHASH .
openFor enforces order.openDeadline >= block.timestamp ( OPEN_DEADLINE_EXPIRED ), marks
usedGaslessNonces [order.user] [order.nonce] = true (NONCE_ALREADY_USED ), and verifies the signature via
_recoverLowS , which strictly enforces canonical lower-half secp256kl scalar bounds:

0 <s<SECP256K1 HALF N = Ox7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFS5D576E7357A4501DDFE92F46681B20A0

Upon locking, _buildResolvedOrder emits a standard ERC-7683 ResolvedCrossChainOrder eventin which
minReceived[0@].recipient is left as bytes32(0) atlock time and dynamically bound to the winning Solver only upon
cryptographic proof of destination fulfillment.

8.1.2 Destination Customs Firewall and HKMA 7.8000 Linked-Rate Corridor ( LingheOmnichainSettler)

On ChainID: 88888, LingheOmnichainSettler (@x890 0000 00000 1) unifies three sovereign
settlement functions:

1. Inbound Fulfillment & Dual-Party TiP-403 Screening ( fillCrossChainOrder ): An institutional Solver fronts

native LUSD ( 0x20C00000000 0000 000001 ) or LHKD ( @x20cC 0000 0000 0002 )
to recipient within a single 250 ms Simplex BFT block. Before transferring funds, fillCrossChainOrder
enforces !borderPaused, _fills[orderId].filledAt == @ ( ALREADY_FILLED), fillDeadline >=
block.timestamp ( FILL_DEADLINE_EXPIRED ), and invokes checkBorderCompliance against the enshrined TIP-
403 Policy Registry (0x403c0000 0000 0000 ) on both originEvmSender

( OMNICHAIN_ORIGIN_SANCTIONED ) and recipient ( OMNICHAIN_RECIPIENT_SANCTIONED ). Simultaneously,
LingheComplianceReserveVault ( 0x88 000 000 01 ) records an immutable

CrossChainIntent audit entry via recordCrossChainIntent .

2. Outbound Cross-Chain Locking ( openCrossChainOrder ): Locks native LUSD or LHKD under deterministic hash
keccak256("ERC7683 OUTBOUND V3" 1 ...) gated by checkBorderCompliance(msg.sender)
( OMNICHAIN_TIP403_SANCTIONED ) and outboundOrderOpened[orderId] uniqueness ( ORDER_EXISTS ), enabling
instant Solver liquidity delivery back to external EVM chains or Solana.

3. HKMA Convertibility Undertaking FX Pool ( swapLinkedRate ): Executes atomic TIP-403 -screened swaps
between LUSD and LHKD at hkmaPegRateScaled Py . = 78000 ( 7.8000 HKD/USD ), modifiable solely by
LingheSovereignTimelockMultisig ( 0x890 00000 000000 04 ) within the statutory Hong Kong
Monetary Authority band Py, ... € [77500,78500] ( 7.7500-7.8500 , reverting with OUTSIDE_HKMA_BAND otherwise):

ALHKD _ LA;“SDlphkm LUSD _  ALHKD. 10000
out

1 A
10000 out Poom

8.2 Heterogeneous Origin Escrow State Machines: EVM LingheOriginEscrow7683 and Solana BPF

linghe_solana_escrow_7683

Across both stack-based EVM storage and account-isolated Solana BPF Program-Derived Addresses (PDAs), every
cross-chain escrow obeys an isomorphic four-state deterministic finite automaton

Q = {NONE(0), OPEN(1), SETTLED(2), REFUNDED(3)} in which SETTLED and REFUNDED are strictly absorbing terminal
states:
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EVM Solana BPF
State Transition LingheOriginEscrow7683 linghe_solana_escrow_7683
Method Instruction

Preconditions, Cryptographic
Verifiers & Vault Mutations

NONE—OPEN open / openProtected / open_escrow 'paused ; fillDeadline >
openFor t_now;

destinationChainId ==
88888 ;
destinationSettler ==
0x8900...0001 ;
token.code. length > 0
(EVM); exact delta AB=A,;
initializes PDAs
[b"1lh_escrow",
order_id] &
[b"1lh_vault", order_id]
(Solana).

OPEN—SETTLED (Path settleFillWithZkProof N/A (Native Ed25519 Quorum) !paused ; status ==

A OPEN ; lingheBlockHeight
> 0 & lingheStateRoot !=
0 ; verifies BN254 Grothl6 4-
pairing proof ( 0x06 , 0x07 ,
0x08 ) over
computeFillPublicSignal;
releases A;, to solver.

OPEN—SETTLED (Path settleFillWithQuorum claim_by_solver !paused ; status ==

B) OPEN ; verifies > 3-of-4 BFT
guardian signatures ( HK—=HKMA ,
SG-MAS , JP-FSA, CH-
FINMA ) via sorted low-s
ecrecover (EVM)or
Ed25519SigVerify sysvar
introspection (Solana); releases
A;, to solver.

OPEN—REFUNDED refundExpiredOrder refund_expired Pause-Immune (bypasses
paused ); status == OPEN;

tnow > tdeadline + Agrace

( ORDER_NOT_YET_EXPIRED /
OrderNotYetExpired);
permissionlessly returns 100% of
A;, to user / maker .

8.2.1 EVM BN254 Groth16 Pairing Verification and Sorted Quorum Settlement

Under Trustless Path A ( settleFillWithZkProof ), LingheOriginEscrow7683 binds all ten order and consensus

coordinates into a single scalar public input x,;, € F via computeFillPublicSignal:

I'BN254

Xpup = uint256(keccak256("LINGHE_ESCROW_7683_ZK_FILL_V4" I chainldyg | Acgerow | Orderld I 88888 I Aeygier | Faest | Tour | Ao | SOIVET I Ay | Ryyre ) mod Fgnosa

where rgyyss = 21888242871839275222246405745257275088548364400416034343698204186575808495617 and base field
prime qg,,s, = 21888242871839275222246405745257275088696311157297823662689037894645226208583.
verifyGroth1l6Proof validates A, C € G, (F,), computes vky = IC, + x,,;, - IC; through staticcalls to 0xeee0000000000000

000000000000000000000007 ( ecMul ) and 0x0000000000 000000 0000000006 ( ecAdd ), negates
Ay = Q. —(Aymodq ), and invokes 0x0000 0000 0000 8 (ecPairing) over a 768-byte
4-pair buffer:

e(iAaB) : e(al 962) : e(ICO + xpub ’ ICI 9}/2) ' e(c’ 52) = IGT
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On Linghe’s mirrored light-client verifier ( LingheZkLightClientBridge at 0x8900000 00000 0000 2),
this full Groth16 verification consumes 815,381 gas (0.027% ofa 3,000,000,000 gas block). Under Path B

( settleFillWithQuorum), the contract verifies >quorumThreshold (3-of-4) guardian signatures over
"LINGHE_ESCROW_7683_QUORUM_FILL_V4" , requiring strictly ascending recovered addresses ( require(recovered >
prevGuardian, "UNSORTED_OR_DUPLICATE_GUARDIAN") )to guarantee O(N) duplicate rejection with zero storage
overhead:

function verifyGroth16Proof(
uint256[2] memory a, uint256[2]1[2] memory b, uint256[2] memory c, uint256 publicInputScalar
) public view returns (bool) {
require(_vk.initialized && al[@] < BN254_PRIME_Q && alll < BN254_PRIME_Q, "INVALID_G1_A");
require(c[@] < BN254_PRIME_Q & c[1] < BN254_PRIME_Q, "INVALID_G1_C");
uint256 scalar = publicInputScalar % BN254_SCALAR_R;
uint256[2] memory mulOut;
uint256[2] memory vkX;
uint256[3] memory mulIn = [_vk.ic1[@], _vk.ic1[1], scalarl;
bool okMul;
assembly { okMul := staticcall(gas(), 0x07, mulIn, 96, mulOut, 64) }
if (!okMul) return false;
uint256[4] memory addIn = [_vk.ic@[@], _vk.ic@[1], mulOut[@], mulOut[1]];
bool okAdd;
assembly { okAdd := staticcall(gas(), 0x06, addIn, 128, vkX, 64) }
if (!okAdd) return false;
uint256 negAy = al[l] == 0 ? @ : BN254_PRIME_Q - (al[l1] % BN254_PRIME_Q);
uint256[24] memory pairIn = [
al@l, negAy, blel[e], ble]l[1], b[1][e], b[1][1],
_vk.alphallel, _vk.alphal[1l, _vk.beta2[0][0], _vk.beta2[@0][1], _vk.beta2[1][0], _vk.beta2[1]
[11,
vkX[@], vkX[1], _vk.gamma2[0][0], _vk.gamma2[0][1], _vk.gamma2([1][@0], _vk.gamma2[1][1],
clo], cl1], _vk.delta2[e][@], _vk.delta2[@][1], _vk.delta2[1][@], _vk.delta2[1][1]
18
uint256[1] memory pairOut;
bool okPair;
assembly { okPair := staticcall(gas(), 0x08, pairIn, 768, pairQut, 32) }
return okPair && pairOut[0] == 1;

8.2.2 Solana Anchor/BPF PDA Vault Isolation and Ed25519SigVerify Sysvar Introspection

On Solana ( ChainID: 900 ), linghe_solana_escrow_7683 (Lh7683Escrow1111111111111111111111111111111)
maintains global guardian state in EscrowConfig (seeds = [b"1lh_config"], quorum_threshold € {3,4} validated
pairwise duplicate-free via validate_guardian_set ) and isolates each order inside two deterministic PDAs:
CrossChainEscrow ( seeds = [b"lh_escrow", order_id.as_ref()], 219 payload bytes) and vault_token_account
(seeds = [b"lh_vault", order_id.as_ref()], token::authority = escrow ). Tokens can exit
vault_token_account solely via CpiContext::new_with_signer signed by [b"1lh_escrow", order_id.as_ref(), &

[escrow_bump]] .

To verify 3-0f-4 Ed25519 guardian attestations within BPF compute limits, claim_by_solver introspects the
transaction’s sysvar::instructions account ( load_current_index_checked and load_instruction_at_checked)
across all preceding instructions 0..current_ix_idx targeting ed25519_program: :ID
(Ed25519SigVerify11111111111111111111111111111). To defeat cross-instruction payload indirection and header-
aliasing attacks, verify_ed25519_ix_against_guardians enforces strict offset confinement in Rust:
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if data.len() < 2 || datal1ll

let num_sigs = datal[@] as usize;

let header_end = 2usize.saturating_add(num_sigs.saturating_mul(14));

if num_sigs == @ || data.len() < header_end { return Ok(()); }

// Per 1l4-byte Ed25519SignatureOffsets entry: enforce inline instruction (ul6::MAX) & >= header_end

if sig_ix_idx != ul6::MAX || pk_ix_idx != ul6::MAX || msg_ix_idx != ul6::MAX { continue; }

if msg_size != 32 || sig_offset < header_end || pk_offset < header_end || msg_offset < header_end
|| sig_offset.saturating_add(64) > data.len()
|| msg_offset.saturating_add(32) > data.len() { continue; }

1= 0 { return Ok(()); }

|| pk_offset.saturating_add(32) > data.len()

Each valid inline signature matching expected_msg ( compute_fill_attestation_digest under domain

nnnnn

00000 00000 1, order_id,

solver, linghe_recipient, linghe_output_token, output_amount, linghe_block_height , and

linghe_tx_hash ) sets bit *verified_mask |= 1u8 << g_idx , preventing duplicate counting of the same guardian key

and requiring verified_guardian_mask.count_ones() >= cfg.quorum_threshold .

‘ FIG.06 ERC-7683 BIDIRECTIONAL OMNICHAIN ESCROW STATE MACHINE (EVM 6-CHAIN + SOLANA BPF) PAUSE-EXEMPT REFUND

[S0] INTENT_SIGNED
ETH/Base/Arb/OP/BNB/SOL

openProtected()

FALL()

[S1] OPEN_ESCROWED

User-Bound clientOrderld
ABalance == inputAmount

token.code.length > @

expired

[S2] DEST_FILLED [S3] SETTLED
Solver Instant Liquidity BN254 ZK / Ed25519 Proof

~936 ms E2E Solver Reimbursed

GRACE_BUFFER [S4] REFUNDED
t = deadline + 1,800s 100% Principal Returned

Protects In-Flight ZK Proof

Principal Sovereignty Mandate: Governance circuit-breaker (paused = true) freezes new orders ONLY; refundExpiredOrder() is permanently unblocked.

FIGURE 06 — ERC-7683 Bidirectional Escrow State Machine: Anti-Front-Running, Grace Buffer & Pause-Exempt Principal

Recovery

Note: Identical state invariants hold across EVM LingheOriginEscrow7683 and Solana BPF escrow programs.

8.3 v5.0 Adversarial Hardening Defenses and Cross-Chain Monetary Conservation Proofs

Cross-chain intent bridges historically suffer catastrophic exploits from mempool griefing, boundary-second finality
races, non-standard token accounting, and administrative freeze traps. The v5.0 audit-hardened release neutralizes all

four classes of attacks:

Adversarial Vector

Attack Mechanism in Unhardened
Escrows

v5.0 Deterministic Protocol Countermeasure
(EVM & Solana BPF)

Mempool Identifier Squatting
( [H-02])

Boundary-Timestamp Double-
Spend Race ( [C-01] )

Front-runner observes pending open
calland locks 1 wei under the
victim’s clientOrderId , triggering
ORDER_ALREADY_EXISTS DosS.

Solver fills on destination at

ticadiine — 1 8; maker calls origin refund
at ty.,qine T 1 s before proof relay
arrives, stealing both sides.
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openProtected &
enforceProtectedClientOrderId derive user-
bound
computeProtectedClientOrderId(msg.sender,
rawClientSalt) .

refundGraceBuffer (A, < 86,400 s, production
1! 800 s ) enforces trefund > tdeadline + Agrace’ iSOIaﬁng
Solver proof relay.
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. Attack Mechanism in Unhardened v5.0 Deterministic Protocol Countermeasure
Adversarial Vector
Escrows (EVM & Solana BPF)
Phantom & Fee-on-Transfer Low-level EVM .call to EOA Enforces d.inputToken.code.length > @
Insolvency ( [H-01] ) succeeds silently; deflationary tokens (NOT_CONTRACT_TOKEN ) and exact vault delta
credit <A;,, socializing vault shortfall (balAfter — balBefore) == inputAmount on
onto honest depositors. both EVM & Solana.

Governance Pause Hostage Trap Emergency paused = true halts all refundExpiredOrder (EVM)and
entrypoints indefinitely, freezing maker refund_expired (Solana) omit pause modifiers
principal if Solvers or guardians go entirely, guaranteeing unstoppable post-grace 100%
permanently offline. principal exit.

1. User-Bound openProtected Namespace Isolation: Calling openProtected(order, rawClientSalt) (or
enabling enforceProtectedClientOrderId globally) computes:

clientOrderld” = keccak256("LINGHE _PROTECTED_CLIENT ID V5" I chainld;, I A I msg.sender I rawClientSalt)

orig escrow

Because msg.sender is cryptographically authenticated by the outer transaction signature, any mempool adversary
A # U attempting to replay rawClientSalt maps into a disjoint slot clientOrderld” (A) # clientOrderld” 0).

2. refundGraceBuffer Anti-Double-Spend Finality Window: LingheOmnichainSettler.fillCrossChainOrder
rejects destination fills whenever block.timestamp > fillDeadline ( FILL_DEADLINE_EXPIRED ), ensuring every
valid fill occurs at tg; < tyeuqine - On the origin chain, refundExpiredOrder and refund_expired enforce:

Inow = ldeadline + Agracea Agrace € [O> 86400 S] (Canonical Agracf: = 1800 S)

This establishes a strict 1,800 -second ( 30 -minute) mutually exclusive settlement buffer ({geqiine » Laeadiine T Agrace ] —
exceeding 250 ms Simplex BFT finality and origin-chain block inclusion by more than two orders of magnitude—during
which only cryptographic Solver reimbursement is admissible.

3. Non-Empty Bytecode and Exact Balance-Delta Conservation: On EVM, _lockEscrow, _safeTransfer, and
_safeTransferFrom assert require(token.code.length > @, "NOT_CONTRACT_TOKEN") , defeating empty-
account .call spoofing. Immediately across the deposit transfer, EVM verifies require(balAfter >= balBefore
&& (balAfter - balBefore) == d.inputAmount, "FEE_ON_TRANSFER_UNSUPPORTED") , while Solana calls
ctx.accounts.vault_token_account.reload()? and asserts bal_after.saturating_sub(bal_before) ==

input_amount ( TransferFeeUnsupported ), guaranteeing 1:1 physical backing for every locked order.

4. Pause-Immune Principal Sovereignty: setPaused (EVM) and set_paused (Solana) restrict only open /
openProtected / openFor / open_escrow and settleFillWithZkProof / settleFillWithQuorum /
claim_by_solver . Because refundExpiredOrder and refund_expired deliberately exclude whenNotPaused
and !cfg.paused , user principal recovery remains unconditionally live under any emergency freeze.

INVARIANT 8.1 — Bidirectional Cross-Chain Monetary Conservation

Let Q. (£) = QP () u Q&4 (1) L Q%4 () denote the set of all orders ever locked on origin chain
ce {1,10,56,8453,42161,900} for a non-rebasing token 7 up to timestamp t. Across all reachable protocol states:

1. Tri-State Conservation & Absorbing Finality: Every w € Q. (t) satisfies lypen (@, ) + liegied (@, ) + liegunded (@05 1) = 1,
with monotonic terminal absorption I yeq (w, 1) =1 = vt >t lgettted (@5 {)=1and
|]refunded (w’ t) =1= Vt’ >, I]refunded (C(), t') = 1.

2. Exact Vault Solvency: Escrow custody balance B; (¢) satisfies B (¢) > . A, (w) (with exact equality

w e QPP (1)
absent unsolicited direct transfers), and cumulative disbursements satisfy

Zw < Qzenled(t) Arel (CU) + Zw e Qzet\lnded(t) Aref(w) = Zm € Q.(H\QP" (1) Ain (C())

_fills[orderId].filledAt transitions from @ to uint64(block.timestamp) at most once per orderId .
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THEOREM 8.1 — Zero Double-Spend and Unstoppable Principal Recovery Under Adversarial Relayers

Suppose BN254 Groth16 satisfies Knowledge-of-Exponent soundness, secp256kl and Ed25519 satisfy EUF-
CMA with at most f =1 < 7 =3 Byzantine guardians among the 4-jurisdiction committee ( HK-HKMA , SG-MAS , JP-
FSA, CH-FINMA), keccak256 is collision-resistant, and composite proving plus origin-chain inclusion latency

satisfies §,,,, <A (canonically A

max grace

= 1,800 s). Then for every locked order w with principal A;, (w) > 0:

grace

1. Zero Double-Spend & Anti-Theft Solver Safety: If an honest Solver S” fills w on LingheOmnichainSettler ( ox

89 00000 0000 000001 ) at t5) < f4aqine While origin paused == false over [tg;, thn + Omax s

neither maker U (via refund) nor any adversarial relayer A # S (via proof front-running or Solana instruction
spoofing) can claim A;, (w), and s deterministically receives 100% of A;, (w).

2. Mempool Squatting Immunity: No public-mempool adversary can cause an honest maker’s openProtected
transaction to revert with ORDER_ALREADY_EXISTS .

maker U recovers 100% of
A, (@) in O(1) execution cost regardless of paused status, guardian availability, or Solver censorship.

3. Unconditional Maker Principal Recovery: Whenever w € QP (t) at t >ty qiine + A

grace

PROOF

We prove each property directly from the state-machine guards of LingheOriginEscrow7683 ,
linghe_solana_escrow_7683 , and LingheOmnichainSettler :

1. Proof of Claim (1) (Solver Safety & Zero Double-Spend): fillCrossChainOrder enforces fillDeadline >=
block.timestamp and _fills[orderId].filledAt == 0, so S" commits the unique destination fill at

max < Dgrace» S™’s reimbursement call ( settleFillWithZkProof , settleFillWithQuorum,

or claim_by_solver ) lands on the origin chain at ¢ <t + Smax < Ldeadiine T Agrace -

(=, tgeadiine + Agrace ], DOt refundExpiredOrder (block.timestamp > uint256(e.fillDeadline) +

uint256(refundGraceBuffer) ) and refund_expired (now > effective_expiry ) revert deterministically,

L < Lgeadiine - GiVEN G,

Throughout

reimb

eliminating any refund race by U. Furthermore, an adversarial relayer A # S" cannot hijack S" ’s reimbursement
by substituting solver = A:the solver address is hashed directly inside computeFillPublicSignal

( "LINGHE_ESCROW_7683_ZK_FILL_V4" ), computeQuorumFillDigest

( "LINGHE_ESCROW_7683_QUORUM_FILL_V4" ), and compute_fill_attestation_digest

( "LINGHE_SOLANA_ESCROW_7683_FILL_V4" ). Replacing S” with A mutates Xpub OF expected_msg , breaking the
Groth16 pairing check or requiring > 3 guardian signatures attesting to A (impossible since at least4— f =3
guardians are honest and sign exclusively for _fills[orderId].solver == Sk ). On Solana, cross-instruction
offset aliasing is blocked by datal[l]l == 0, sig_ix_idx == ul6::MAX, pk_ix_idx == ul6::MAX,
msg_ix_idx == ul6::MAX, and offset > 2 + 14m, while SECP256K1_HALF_N + ascending recovered >
prevGuardian (EVM) and bitmask 1u8 << g_idx (Solana) prevent signature malleability or single-guardian
replay. Upon execution, status updatesto SETTLED before token transfer under nonReentrant (EVM)and
Anchor account borrow locks (Solana), rendering SETTLED permanently absorbing ( ESCROW_NOT_OPEN /
EscrowNotOpen ).

2. Proof of Claim (2) (Mempool Squatting Immunity): In openProtected, orderId is setto
keccak256("LINGHE PROTECTED CLIENT ID_VS5" | chainld I A
attacker A # U submitting a front-running transaction executes with msg.sender == A, which maps to

orig 1 Aescrow | msg.sender I rawClientSalt). Any

orderId of Uonlyviaa secp256kl signature forgery for U or a 256-bit keccak256 collision—both negligible.

3. Proof of Claim (3) (Unconditional Maker Principal Recovery): For any w € Q" (£) with ¢ > t4eadiine + A both

srace ?
refundExpiredOrder and refund_expired are permissionless and omit whenNotPaused / !cfgé. paused .
By Invariant 8.1(2)—enforced upon deposit via token.code.length > @ and exact balance-delta equality
AB = A;, (w)—vault holdings satisfy B (t) > 2 e a1y
REFUNDED and transfers 100% of A;, (w) directly to e.user (EVM) or maker_token_account verified against

A, (@) > A, (w). Execution transitions status to

owner == escrow.maker (Solana).
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| Q.E.D. m

Four-durisdiction Sovereign Threshold Governance, Enforced Timelock Guard, and
Binary Merkle Proof-of-Reserve

9.1 Cross-Jurisdictional 3-of-4 BFT Governance and Enforced Timelock Execution

Institutional financial market infrastructures confront a fundamental governance trilemma: unilateral administrative keys
create single-point insider or extraterritorial seizure risk, whereas completely ossified smart contracts cannot rotate
compromised enclave roots, update statutory sanctions policies, or calibrate central-bank convertibility bands. Linghe
Chain ( chainID: 88888, immutable Genesis Block-0 SHA-256 96208¢9900b218935143be3024d2602566a86d61caad06d42399f3
5b83afd991 ) resolves this tension through a two-tier constitutional governance architecture coupling
LingheSovereignTimelockMultisig ( 0x890 00000 000000 04 ) with the post-genesis audit-
hardening executor LingheSovereignSecurityGuardVs .

At the quorum layer, LingheSovereignTimelockMultisig ( 0x89 000000 00000 000004 ) binds N = 4
legally and geographically independent institutional guardians across four Tier-1 financial jurisdictions—Hong Kong

( HK-HKMA ), Singapore ( SG-MAS ), Tokyo ( JP-FSA ), and Zurich ( CH-FINMA )—under a strict Byzantine fault-tolerant
threshold M = 3 ( 3-0f-4 ). Each regional validator and guardian signing key is generated inside an air-gapped hardware
boundary, encrypted within a 32-byte high-entropy Hardware Security Module / Key Management Service (HSM/KMS)
key envelope ( POSIX 0600 ), verified against its derived public key prior to provisioning, and mounted exclusively into
volatile in-memory secret filesystems during node execution (enforcing a fail-closed boot abort if either KMS
envelope credentials or the Genesis Block-0 SHA-256 digest mismatch). Under this 3-o0f-4 topology:

¢ Dual-Jurisdiction Compromise & Coercion Safety (|C| < 2): Any key compromise, insider collusion, or unilateral
regulatory compulsion affecting up to two jurisdictions yields at most 2 < 3 approvals, reverting deterministically
with QUORUM_NOT_REACHED .

¢ Single-Jurisdiction Outage Liveness (2| < 1): If submarine fiber-optic severance or regional datacenter failure

isolates any single hub, the remaining three jurisdictions preserve full 3—of-4 quorum liveness synchronized with
Simplex BFT consensus finality.

DEFINITION 9.1 — Constitutional Timelocked Governance Automaton

Let K= {8, -8 > 81y &zpy s dENOte the 3-o0f-4 guardian set registered in oxg90000 00000 000000
000004 , and let A, € (0, 2,592,000 s] (MAX_TIMELOCK_DELAY = 30 days ) denote the mandatory reaction window
enforced by LingheSovereignSecurityGuardV5 . Every privileged administrative transition

eta, A, ) must satisfy the conjunctive execution predicate:

min

0y = (target, value, data, {g,eye »

Wexee Ok s tlock ) = (M N K Z3) A (biock = €18 = Egueye T Amin) A —executed(o,) A —cancelled(oy)

Without mutating immutable Genesis Block-0 ( 81a390d7... ), LingheSovereignSecurityGuardV5 enforces V. on-
chain by querying ILingheSovereignMultisigV5(0x8900000000000000000000000000000000000004) in real time across
four lifecycle entrypoints:

1. Deterministic Proposal Queueing ( queueTimelockOperation ): An authenticated guardian (g € X, enforced by
onlyGuardian reverting NOT_SOVEREIGN_GUARDIAN ) submits (target, value, data, description) at block

timestamp ¢ locking an immutable earliest execution timestamp eta = ¢ + A, and initializing approvals =

queue ?

1 with hasApprovedOperation[opId] [g] = true.

queue
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2. Idempotent Cross-Jurisdiction Approval ( approveTimelockOperation ): Distinct guardians invoke
approveTimelockOperation(opId) ( ALREADY_APPROVED guard prevents single-guardian vote inflation), advancing
approvals toward threshold() == 3, while any guardian can pull the emergency circuit breaker via
cancelTimelockOperation(opId) ( TimelockOperationCancelled ).

3. Mandatory Temporal Gate ( executeTimelockOperation ): Execution reverts deterministically with
QUORUM_NOT_REACHED if approvals < 3, and reverts with TIMELOCK_ETA_NOT_REACHED whenever t,;,, < eta—even
under unanimous 4-of-4 guardian approval. Modifying A, itself via updateMinDelay(newDelay) requires
msg.sender == address(this) Or 0x890 000000 00000 004 ( ONLY_TIMELOCK_OR_MULTISIG)
within (0, 30 days] .

4. On-Chain Publication Integrity Registry ( anchorWhitepaperSuiteIndex ): Guardians or authorized deployers
invoke anchorWhitepaperSuiteIndex(bytes32 suiteIndexSha256, bytes32 monographSha256, uintl6
whitepaperCount) (enforcing suiteIndexSha256 != bytes32(0) && whitepaperCount >= 6), permanently
anchoring the cryptographic SHA-256 digests of the 6-volume bilingual whitepaper suite and formal technical
monograph into L1 state (WhitepaperSuiteAnchored ).

Crucially, sovereign governance remains strictly subordinate to hardcoded bytecode invariants: even a unanimous 4-
of-4 timelocked execution cannot push hkmaPegRateScaled outside [77500, 78500] ( OUTSIDE_HKMA_BAND on 0x890

0000000000000000 0000 00000001 ), bypass EIP-7951 ( ox 00000 00000 0000100 ) silicon quote
verification, publish an undercollateralized reserve snapshot ( UNDERCOLLATERALIZED_RESERVE on 0x880 0000000
000000 000001 ), or block permissionless post-expiry user refunds ( refundExpiredOrder / refund_expired) on

external ERC-7683 origin escrows.

// Canonical On-Chain Specification: LingheSovereignSecurityGuardV5 (ChainID: 88888)
function verifyCap656MerkleInclusion(
address stablecoin,
bytes32 leafHash,
bytes32[] calldata siblingHashes,
bool[] calldata siblingIsLeft
) external view returns (bool valid, bytes32 recomputedRoot, bytes32 onChainVaultRoot, uintl6
reserveRatioBps) {
require(siblingHashes.length == siblingIsLeft.length, "PROOF_LENGTH_MISMATCH");
ILingheComplianceReserveVaultV5.ReserveAttestation memory att =
ILingheComplianceReserveVaultV5(RESERVE_VAULT).getLatestReserveAttestation(stablecoin);
onChainVaultRoot = att.reserveMerkleRoot;
reserveRatioBps = att.reserveRatioBps;
bytes32 cursor = leafHash;
for (uint256 i = @; i < siblingHashes.length; i++) {
cursor = siblingIsLeft[i]
? keccak256(abi.encodePacked(siblingHashes[il, cursor))
keccak256(abi.encodePacked(cursor, siblingHashes[il));
}
recomputedRoot = cursor;
valid = (onChainVaultRoot != bytes32(0) && att.fiatBackingAtomic >= att.onChainLiabilityAtomic &&
att.reserveRatioBps >= 10000 && recomputedRoot == onChainVaultRoot);

function executeTimelockOperation(uint256 opId) external onlyGuardian {
TimelockedOperation storage op = _operations[opId];
require(op.id !'= 0 && 'op.executed && 'op.cancelled, "OPERATION_CLOSED");
require(op.approvals >= ILingheSovereignMultisigV5(SOVEREIGN_MULTISIG).threshold(),
"QUORUM_NOT_REACHED") ;
require(block.timestamp >= op.eta, "TIMELOCK_ETA_NOT_REACHED");
op.executed = true;
(bool ok, ) = op.target.call{value: op.value}(op.data);
require(ok, "TIMELOCK_EXECUTION_REVERTED");
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9.2 Reference Solvency State Model and On-Chain Binary Merkle Proof-of-Reserve

To formalize the prudential invariants of Schedule 2 to the Hong Kong Stablecoins Ordinance ( Cap. 656 ) directly in
verifiable state-machine bytecode, the protocol models segregated High-Quality Liquid Assets (HQLA) whose mark-to-
market net value equals or exceeds reference on-chain liabilities at all state transitions. The protocol reference solvency
model specifies 100% ring-fenced reserve assets structured across bankruptcy-remote demand trust deposit schemas
and short-term sovereign bills with residual maturity z,, <90 days (encoding zero creditor clawback assumptions and
strictly zero holder interest r, 4., = 0 across deterministic benchmark states).

To eliminate the multi-week opacity of legacy monthly PDF audit letters without exposing raw commercial bank account
numbers on a public blockchain, LingheComplianceReserveVault ( 0x88 0000 0000 1)and
LingheSovereignSecurityGuardV5 implement a domain-separated 4-leaf sorted-pair binary Merkle Proof-of-
Reserve ( LINGHE_CAP656_HQLA_V1 ) architecture. For each custodian tranche k € {0, 1,2,3}, computeHqlaLeafHash

derives a 32-byte leaf digest, and pairs are aggregated via lexicographical sorting:

h, = Keccak256("LINGHE_CAP656_HQLA V1" sym, | bic, I masky, 1V} 17, )

Hpgi (u,0) = Keccak256(n11in(u, V) nllax(u, v)),
X cX

Tpor = Hpgir (Hpgix (o s 11y )y Hpgie (h3 5 13))

Benchmark Masked STLLTED . ; .
- Reference HQLA . Atomic Valuation ( Benchmark Fiat
Primitive & Leaf # . Reference Maturity 7,, 6
Address Custodian BIC Account Instrument 107°) Value
Class
LHKD ) HSBCHKHHH ~ HKMA- Segregated 0 d 24,000,000, HK$24,000,0
(0x20C0. . KH TRUST- gg;:sf;f Trust 000,000 00.00
.0002) SEG-8801 Schema
LHKD 1 SCBLHKHHX  HKMA- Segregated 0 d 18,936,000, HK$18,936,0
(0x20C0. . XX TRUST- EZ‘;“;’SW“C%“ 000,000 00.00
.0002) SEG-8802 Schema
LHKD 2 BOFAHKHX®  CMU-EFBN— HKMA 28 d 20,000,000, HK$20,000,0
(0x20C0. . 01 SUB-9@11  ExchangeFund 000,000 00.00
Bills (28-Day
.0002) HQLA)
LHKD 3 BKCHHKHHX  CMU-EFBN- HKMA 84 d 16,000,000, HK$16,000,0
(0x20C0. . XX SUB-9042 Exchanoclhund 000,000 00.00
Bills (84-Day
.0002) HOLA
Benchmark 0..3 Benchmark Reference Verified Root: <84 d 10,120 bps 101.20%
Subtotal Liability: Backing: Oxa3e5fdle
( LHKD ) HK$78,000 HK$78,936 e51db26128
,000.00 ,000.00 c49f848bc4
eb6d71443f
bfee51a40b
9159832a21
beaebe
LUSD ) IRVTUS3NX  BNYM-SEG-  Segregated 0 d 3,050,000,0 US$3,050,00
(0x20C0. . XX TRUST- :r“nk;':“c‘z;h 00,000 0.00
.0001) 4401 Schema
LUSD 1 SBOSUS33X  SST-SEG-  Overnight 1d 2,000,000,0 US$2,000,00
(0x20C0. . XX TRUST- (T:'L‘f:f;z Cash 00,000 0.00
.0001) 4402 Sohema
LUSD 2 CITIUS33X  FEDWIRE-  US.Short-Term 28 d 3,000,000,0 US$3,000,00
(0x20C0. . XX TBILL- UeEENy =t 00,000 0.00
.0001) 7710 ey rEll)
LUSD 3 CHASUS33X ~ FEDWIRE-  US.Short-Term 85 d 2,000,000,0 US$2,000,00
(0x20C0. . XX TBILL- Treasury Bills 00,000 0.00
0001 ) 7785 (85-Day T-Bill)
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Bench K Masked Reference
e.nc. .mar Reference aske HQLA . Atomic Valuation ( Benchmark Fiat
Primitive & Leaf # . Reference Maturity 7, 6
Custodian BIC Instrument 107°) Value
Address Account
Class
Benchmark 0..3 Benchmark Reference Verified Root: <85d 10,050 bps 100.50%
Subtotal Liability: Backing: 0x5c3f8233
(LUSD) US$10,000 US$10,050 2fbffcobed
,000.00 ,000.00 9434232a9%a
97e2bf2c79
7423aa3fde
4afd19b2c2
647410
When publishing an attestation via publishReserveAttestation, contract 0x880 000000 0000000 001

enforces fiatBackingAtomic >= onChainLiabilityAtomic ( UNDERCOLLATERALIZED_RESERVE fail-closed revert on
even a 10 ® unit deficit) and stores reserveRatioBps = uint16((fiatBackingAtomic * 10000) /
onChainLiabilityAtomic) alongside reserveMerkleRoot . On-chain, institutional auditors and smart contracts invoke
LingheSovereignSecurityGuardV5.verifyCap656MerkleInclusion(stablecoin, leafHash, siblingHashes,

siblingIsLeft) , which reads the live ReserveAttestation from 0x88 000 00 1,
recomputes the root in O(log, K) hashes, and asserts simultaneous root equality and > 10, 000 bps full solvency.
Furthermore, because sovereign bills satisfy z,, <90 days (modified duration D, 4 < 90/365 = 0.2466 yr), even under an
extreme w = 1.0 bill-allocation stress test, LHKD (o, = 1.0120) absorbs an instantaneous parallel interest-rate shock up
to:

= pt71
ymax @ p,

> o8 e = 4.808% = 480.8 bps

" mod

without breaching the statutory 100.00% par-backing floor.

FIG.07 LINGHE_CAP656_HQLA_V1 BINARY MERKLE PROOF-OF-RESERVES & INCLUSION AUDIT PATH 101.20% LHKD - 100.50% LUSD

LingheComplianceReserveVault (0x8800...0001) + SecurityGuardV5 Inclusion Verifier

LHKD Root: @xa3e5fdlee51db26128c49f848bc4ebbd..eaebe (HK$78,936,000 / 101.20%)
LUSD Root: @x5c3f82332fbffcObe49434232a9a97€2..f410 (US$10,050,000 / 100.50%)

H_01 = keccak256(sort(L_0, L_1))

H_23 = keccak256(sort(L_2, L_3))

T+0 Segregated Cash Subtree (54.39%) Sibling Witness - Short Bills (45.61%)

So

Leaf L_0@ (@d Cash) Leaf L_1 (od Cash) Leaf L_2 (28d HQLA) Leaf L_3 (84d HQLA)

HK$24,000,000 HK$18,936, 000 HK$20,000,000 HK$16,000,000
Segregated Trust Deposit Segregated Custody Cash HKMA Exchange Fund Bills HKMA Exchange Fund Bills

LUSD: $3,050,000 (@d) LUSD: $2,000,000 (1d) LUSD: $3,000,000 T-Bill LUSD: $2,000,000 T-Bill

L_i = keccak256(abi.encodePacked("LINGHE_CAP656_HQLA_V1", symbol, trancheId, amountAtomic, maturityDays))

FIGURE 07 — LINGHE_CAP656_HQLA _V1 Four-Tranche HQLA Binary Merkle Tree & On-Chain Solvency Verification
Topology

Note: Gold/teal paths illustrate O(log N) Merkle inclusion verification (LO = HO1 — Root); telemetry is strictly fail-closed.

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065) Page 52 of 69



MYRILUM Linghe Chain Formal Technical Whitepaper v2.0 (EN) MYR-WP-TECH-2026-V2.0-EN | ChainID 88888

THEOREM 9.1 — Soundness of On-Chain Binary Merkle Solvency Verification and Timelock Safety

Let # = Keccak256: {0, 1}* — {0,1}*° be modeled as a collision-resistant cryptographic hash function, let ¥ denote

LingheComplianceReserveVault ( 0x38800 000 000 1), and let G denote

LingheSovereignSecurityGuardV5 bound to the 3-of-4 guardian set X ( 0x8900 00000 00000000

00004 ) with delay A,;, > 0. Then:

1. Merkle Inclusion & Solvency Binding: For any stablecoin s, verifyCap656MerkleInclusion (s, n ,7,0)
returns valid = true only if (a) the anchored state in V satisfies R, (s) > L;(s) and bps, (s) > 10,000, and (b) n
is an authentic LINGHE_CAP656_HQLA_V1 custodian leaf committed under the live root ry,(s) # 0%, except with

negligible collision probability €., < q;,/2>

after q,, hash queries.
2. Dual-Fault Timelock Non-Bypassability: No state-mutating governance call routed through G can execute
unless at least M = 3 distinct jurisdictional guardians approve and a wall-clock consensus interval

t t > Apnin has elapsed.

exec  ‘queue =

PROOF

Part 1 (Solvency & Inclusion Soundness): By bytecode inspection of V, publishReserveAttestation executes
require(fiatBackingAtomic >= onChainLiabilityAtomic) and require(reserveMerkleRoot !=
bytes32(@)) prior to storage mutation, establishing R; (s) > L, (s) for every non-zero ry(s). In G,
verifyCap656MerkleInclusion fetches the live tuple (rV,Rt,Lt,bps[) via STATICCALL to V and iteratively
computes ¢; | = #(m; I ¢;) if §; = true else #(c; I ;) from ¢, = 1" . Because the off-chain sorted-pair builder sets
§; & (m; <iex C;), every honest leaf proof yields c; = r,, identically across positional and sorted-pair verifiers.
Conversely, suppose an adversary produces (h',n',é') not in the committed 4-leaf schedule such that valid ==
true . Since valid conjunctively enforces ry # 026, R; > L;, bpst >10,000, and c;i =ry, tracing from c;i =ry down
to the first divergence yields two distinct preimages hashing to the same 256-bit digest. Moreover, because leaves
carry the 21-byte prefix "LINGHE_CAP656_HQLA_V1" with total preimage length > 72 bytes whereas internal nodes
hash exact 64-byte child pairs, second-preimage depth confusion is impossible without a raw collision in #,
bounded by q,,(q,, - /2% < ¢, /2"

Part 2 (Timelock Safety): In G, queueTimelockOperation assigns op.queuedAt = uint64(block.timestamp) and
op.eta = nowTs + minDelay where both the constructor and updateMinDelay enforce 0 <A, <30 daysin
Solidity 0.8.24 checked arithmetic, preventing integer overflow. Each approval checks
ILingheSovereignMultisigV5(0x8900...0004).1isGuardian(msg.sender) and !hasApprovedOperation[opId]
[msg.sender] , so by the pigeonhole principle op.approvals >= 3 requires > 3 distinct guardians in X. Finally,
executeTimelockOperation checks require(op.approvals >= reqThreshold) and require(block.timestamp
>= op.eta) . Under monotonic Simplex BFT block timestamps, any invocation at fy,.c < fgueue * Amin
deterministically reverts with TIMELOCK_ETA_NOT_REACHED .

Q.E.D. m
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Zero-Dependency Client Supply-Chain Security, Dual-Track AML Engine, and

Financial-Grade Fail-Closed Observability

10.1 Zero-Dependency Supply-Chain Immunity and Hardware-Bound Non-Custodial Client

Empirical post-mortems of modern digital-asset breaches demonstrate that adversaries rarely break secp256k1 or
Ed25519 algebraically; instead, they compromise upstream open-source package ecosystems via transitive
dependency poisoning ( postinstall hooks, prototype pollution, or hijacked maintainer credentials). Modeling an
application’s external dependency closure as a directed acyclic graph D(r) where each third-party package v € D(r)
carries an independent compromise probability p, = p >0, aggregate supply-chain compromise risk P, (D(r))
collapses to zero if and only if [D(r)| = 0:

Poomy D) =1 T1, Ly 1= ,) 2 1= (1= D)™, [Dyatier| = 0 = Poomp (Dyatier) = 0

MYRILUM Linghe0S Wallet enforces @ third-party runtime npm dependencies (D, | = 0, verified by deterministic
pre-release repository security gates that abort with exit code 1 if any external package directory or unencrypted key
material is present). Supporting 169 heterogeneous blockchains across five cryptographic families ( BIP-39, BIP-
32/44/84 , SLIP-0010 , RFC 6979 secp256kl, RFC 8032 Ed25519, Keccak-256 , EIP-1559 , EIP-712, EIP-7702,
Bitcoin BIP-143 SegWit, and Solana wire serialization), the client pairs OS-native WebCrypto ( crypto.subtle) with
hardware-enforced sandboxing:

¢ macOS Native Sandbox, Secure Enclave Touch ID & v5.1 Social Recovery/Sharding: Compiled directly into a
native Apple Silicon arm64 Mach-O binary ( App Sandbox and Hardened Runtime enabled, zero local TCP
listening ports, eliminating local-loopback SSRF and port-scanning vectors), the desktop client serves static
assets exclusively over a custom linghe:// WKURLSchemeHandler enforcing .standardizedFileURL prefix
containment (HTTP 403 on ..%2f path-traversal attempts) and in-process WKScriptMessageHandlerWithReply
IPC. Master seeds are sealed under PBKDF2-HMAC-SHA256 ( 600,000 iterations, extractable: false)and AES-
256-GCM ( POSIX 0600 atomic write, optionally split client-side via MAC-authenticated Shamir secret sharing over
GF(2%)), gated by Apple Secure Enclave biometric LocalAuthentication (Touch ID) bound to

kSecAttrAccessibleWhenUnlockedThisDeviceOnly (prohibiting iCloud Keychain synchronization), with
deterministic Uint8Array.fill(@) memory zeroization inside finally blocks. On-chain,
LingheGuardianModuleV51 ( ERC-7579 Validator/Hook + ERC-7201 namespaced storage) enforces zero-admin k-
of-n Passkey (Qx, Qy) social recovery (>= 48 h mandatory timelock floor with O(1) cancelRecovery() epoch
veto) and per-token rolling 24-hour spend caps.

¢ Fourteen Zero-Trust MCP Tools for Autonomous Al Agents: To prevent indirect prompt injection from exfiltrating
mnemonics or executing unbounded token approvals, the built-in Model Context Protocol JSON-RPC 2.0 server
exposes 14 zero-trust wallet_x tools ( privateKeyExposedToMcp: false ), operating exclusively over CSPRNG-

orthogonal session keys paired with LingheSessionKeyManager ( 0x8402000000 00000 0000001 ):

Zero-Trust MCP Tool Identifier Functional Capability & Enforced Cryptographic / Policy

Guardrail
wallet_get_status / wallet_get_portfolio Read-only sovereign kernel readiness ( EIP-7702 , ERC-7579 ,
X402 ) and 169-chain portfolio observation (@ bits key
exposure)
wallet_audit_approvals_and_revoke / ERC-20 & Permit2 infinite-allowance audit/revocation builder
wallet_simulate_sign_firewall and pre-signature drainer/phishing call-simulation firewall
wallet_decode_calldata / wallet_compile_intent Local 4-byte + recursive ERC-7579 ( @xe9ae5c53 ) batch

decoding ( HARD_BLOCK on setApprovalForAll /infinite
approve ) & IntentAST pre-simulation
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Zero-Trust MCP Tool Identifier Functional Capability & Enforced Cryptographic / Policy

Guardrail
wallet_build_eip5792_batch / Deterministic EIP-5792 (wallet_sendCalls ) atomic multi-
wallet_grant_erc7715_permission call batch compilation and ERC-7715 scoped session

permission grant construction

wallet_verify_session_policy / wallet_quote_dex < 1 ms 6-dimensional sandbox policy check (Touch ID step-up
above US$250.00 /tx or US$1,000.00 /24h) & CLOB/DEX
slippage-bounded quoting

wallet_x402_mcp_challenge / Native x402-over-MCP (_metal["x402/payment"] ) atomic
wallet_check_tip403_compliance micropayment & live TIP-403 ( 0x403c...0000)+ Cap.
656 PoR compliance verification
wallet_omnichain_x402_invoke / Bridgeless 6-chain ERC-7683 ( secp256kl / Ed25519)
wallet_zk_light_client_bridge X402 invocation & BN254 Grothl6 ( ©0x8900...0002 ) light-

client proof submission

THEOREM 10.1 — Zero-Dependency Supply-Chain Collapse and Bounded-Loss Session Isolation

D000

Under MYRILUM Linghe0S Wallet (|Dyaiet| = 0) paired with LingheSessionKeyManager ( 0x8402 000

000000000001 ), let M denote the 169-chain BIP-39 master seed and let A, denote an arbitrarily
compromised or prompt-injected autonomous Al host invoking the 14 MCP tools without physical human Touch ID
authentication. Then: (1) external package-poisoning probability is identically P, (@) = 0; (2) mutual information
between MCP transcripts 7,cp and M satisfies I(M; Tcp ) = 0 bits; and (3) aggregate unauthorized spend AW is
strictly upper-bounded by AW, <min(B,,,x — Sspent> Loan = Waan) € Wy -

Because the client repository contains zero third-party runtime packages (D, .1 = @), the empty product
[1,., (1= p,)=1yields Peomp(2) = 0. Ephemeral session keys ksess < 10, 1}256 are sampled from OS CSPRNG
independently of M (k. L M), while M remains sealed in AES-256-GCM ciphertext gated by Secure Enclave

LocalAuthentication ; hence I(M; T\ cp) = 0. Finally, every on-chain spend via recordSessionSpend in 0x8402000

000000000000000000 0000 01 enforces g.spentAmount + amount <= g.maxBudget, amount <=
sc.maxPerTx , block.timestamp <= g.expiresAt, and recipient == sc.allowedRecipient , while client policy
blocks transactions exceeding L,4, without Touch ID escalation, bounding worst-case financial exposure by
min(Bmax ~ Sspent» Laah — Waan )-

Q.E.D. m

10.2 Sliding-Window Anti-Structuring Engine and Privacy-Preserving FATF Recommendation 16 Travel
Rule

DO O

Linghe Chain unifies kernel-level TIP-403 sanctions enforcement ( 0x403c0000000 00000000000000000000 , Sub-
microsecond Rust execution-engine blacklisting bound to LHKD Policy #2 ) with a stateful 24-hour sliding-window

anti-structuring engine inside the x402 Compliance Settlement Gateway implementing FATF Recommendation 16 and
Hong Kong AMLO ( Ccap. 615 ) wire-transfer rules across both native and cross-chain channels:

v;, asset=LUSD

USD USD _ {
1100 - v; /7801, asset=LHKD

W24h (p’ tnow) = z je£(p) UJ ’ UJ B
tj > thow — 86,400,000 ms

now

1. Dual-Channel Anti-Structuring Closure: Every inbound settlement—whether via native x402 ( EIP-1559 raw
transaction or @x76 2D-nonce batch) or via cross-chain ERC-7683 intent ( X-OMNICHAIN-INTENT from Ethereum,

Base, Arbitrum, OP, BNB, or Solana)—is normalized to 6-decimal USD atomic units vr‘égD and evaluated against the
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exact 86,400,000 ms (24 h)rolling log £(p) prior to broadcast. Sub-threshold machine micropayments (

Vi” < US$1,000.00, i.e., < HK$7,800.00 equivalent, with Wiy, (D, tyey ) + U < 5 - Org) Clear autonomously on the

req
FAST_LANE_EXEMPT rail.

2. Statutory Threshold Enforcement ( HTTP 451 ): Whenever a single transfer reaches US$1,000.00 (HK$7,800.00
equivalent, O = 10° atomic units) or cumulative rolling 24-hour spend crosses the structuring ceiling, any
request lacking a valid X-Travel-Rule-Envelope (originatorVaspDid, beneficiaryVaspDid ,

kybCredentialHash , jurisdiction ) is blocked pre-broadcast with HTTP 451 Unavailable For Legal Reasons
( TRAVEL_RULE_ENVELOPE_REQUIRED ).

3. Zero-Pll Envelope Hashing & Atomic Temp-Swap Persistence: Verified VASP envelopes are anchored solely via
their 32-byte Keccak-256 commitment envelopeDigest (zero plaintext Pl written on-chain). To prevent process-
restart structuring evasion or torn-write corruption on power loss, both the x402 Compliance Settlement Gateway
and Omnichain Intent Solver serialize replay-nullifier sets, active 24-hour timestamped spend windows, and
sanctions sets into temporary staging files ( mode: 00600 ) followed by atomic POSIX rename swap, ensuring
crash-consistent write-ahead durability.

10.3 Edge Perimeter Hardening and Fail-Closed Financial SRE Telemetry

Production ingress across the four-jurisdiction HKG / SIN / TYO / ZRH validator mesh enforces defense-in-depth
perimeter hardening and fail-closed institutional observability:

e Streaming 32 KB DoS Ceiling & Constant-Time Admin Authentication: All settlement and solver HTTP ingestion
streams enforce a strict 32,768-byte (32 KB) payload ceiling, immediately aborting oversized bodies with HTTP
413 Payload Too Large ( PAYLOAD_TOO_LARGE ) and draining socket buffers to prevent OOM DoS exhaustion.
Privileged administrative endpoints (sanctions synchronization and ZK bridge configuration) authenticate X-
Linghe-Admin-Token exclusively via fixed-length constant-time timingSafeEqual, returning HTTP 401
Unauthorized on missing or forged tokens without leaking byte-prefix timing side-channels, and refusing
production daemon startup if HSM/custom keys or admin tokens are unconfigured.

e TLS 1.3 Edge JSON-RPC Namespace Filtering: Public ingress terminates exclusively over TLS 1.3 and HTTP/3
QUIC (admin off , 2-year HSTS preload max-age=63072000 , strict Content-Security-Policy, 64 KB edge cap,
and strict 404 JSON API error boundaries). At the TLS edge prior to validator forwarding, an inline JSON-RPC
matcher blocks privileged or development namespaces— admin_x, debug_x, personal_x, miner_x, anvil_x,
tempo_faucetx , and txpool_x —with HTTP 403 Forbidden (PRIVILEGED_RPC_NAMESPACE_FORBIDDEN ).

INVARIANT 10.1 — Fail-Closed Institutional Solvency Telemetry and Sub-Slot Disaster Recovery

Let ue , Upor s Usonver € 10, 1} denote bounded 2,500 ms probe reachability indicators for the Sovereign JSON-RPC
Gateway, x402 Compliance Settlement Gateway, and Omnichain Intent Solver. The Institutional PoR Telemetry
Endpoint enforces zero static or cached fallbacks:

Pl (O if thpor (0) = 1

~(5)
= 9
Pexpor () = 0.00%, if tpo (1) =0

Dpeattn (£) = (Urpe A Upor A Usorver) A (Bp ygp = 100%) A (B yep = 100%) A (Takma € [77500,78500])
Whenever u,,(t) = 0 or any solvency/peg invariant fails, exported 1linghe_hkma_cap656_por_ratio_percent
gauges drop to 0.00%, linghe_por_source_up reports @ ,and /health immediately emits HTTP 503 Service
Unavailable . Concurrently, at the L1 consensus layer, Simplex BFT quorum intersection acrossn=4,f=1,q=3
guarantees [Q, N Q,|>=3+3-4=2=> f+1, preserving RTO < 250 ms and RPO = @ across any single-region
datacenter outage.
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SECTION 11

Empirical On-Chain Performance Benchmarks and Six-Generation Falsification

Matrix

11.1 Empirical Latency, Parallel Throughput, and Cryptographic Gas Measurements

Under standard 1D sequential EVM account nonces, an Al agent treasury dispatching concurrent HTTP 402

settlements behaves as a single-server M/G/1 queue whose expected waiting time W, = 2’%%]5 diverges to +« as arrival

intensity p — 1, while a single underpriced nonce stalls all subsequent transactions (head-of-line blocking). By
partitioning account state across K = 32 independent 0x76 2D-nonce channels (k, v, ) managed by 0x4e4f4e43450000000

nnnnnnnnnnnn

, Linghe Chain transforms settlement into K parallel non-interfering pipelines. All empirical

metrics below were measured directly on live compiled EVM/Rust state transitions ( ChainID: 88888, 3,000,000,000

gas/slot ceiling):

Empirical Benchmark
Workload

Protocol Primitives Exercised

Measured Result

Block Capacity /
Concurrency Impact

Single-Slot
Deterministic L1 Finality

32-Lane Concurrent
Agent Micropayment
Burst

Gasless Cross-Chain
X402 Intent Settlement

BN254 Groth16 Light-
Client Proof Verification

Canonical Low-S
Hardware Enclave
Verification

Enshrined CLOB &
HKMA Linked-Rate FX
Swap

Commonware Simplex BFT (
n=4,f=1,q=3)+ Tempo Reth

20/20 simultaneous 0x76 2D-Nonce
atomic batches ( TIP-20 + ERC-8004 )

ERC-7683 (Ethereum 1 & Solana
900 -> 0x8900...0001 + TIP-403
+ TEE)

0x07 (ecMul)+ 0x06 (ecAdd)+
0x08 (768-byte 4-pair ecPairing)

LingheSovereignSecurityGuardV5
+ 0x0100 ( EIP-7951 P256VERIFY )

OxdecO...0000 (Tick -10/+10, 2
bps )& 0x8900...0001 (7.8000)

250 ms

1,004 ms (~50.2 ms/tx

amortized)

~936 ms end-to-end

815,381 gas

< 15,000 gas (< 1 ms
CPU)

250 ms (1 slot)

Irreversible single-slot
finality (Preorg = 0)

@ nonce collisions
across lanes k in
[101..132]

0 native LHC gas
required on origin or
destination

0.027% of
3,000,000,000 gas
ceiling (~3,679
proofs/slot)

Sub-cent silicon
attestation (0 < s <=
P256_HALF_N enforced)

@ bps curve slippage
(100 LUSD —>
780.000000 LHKD)
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‘ FIG.08 EMPIRICAL SETTLEMENT FINALITY & CONCURRENCY BENCHMARK (LOG10 MILLISECOND AXIS) 3,072x FASTER VS ETH L1

Linghe Chain (Simplex BFT Single-Slot) - 250 ms [1.0x Baseline]

Linghe ERC-7683 Cross-Chain Intent Fill

Linghe 20-Tx Parallel 0x76 Batch (~50ms/tx) _ 1,004 ms (20 Lanes -

Typical High-Throughput Monolithic L1 _ 6,400 ms (2.4s — 12.8s)
Ethereum L1 (2-Epoch Casper FFG Finality) 768,000 ms (12.8m - 3,072x Slower)
Legacy Cross-Border Correspondent Wire 86,400,000 ms (1d - 345,600x Slower)

936 ms (Sub-Second E2E)

0 Stall)

815,381 gas
BN254 Groth16 Verify (0.027% Slot)

10% ms 103 (1s)

101.20% / 100.50%

LHKD / LUSD Synthetic PoR Vectors

104 (10s) 10° ms

3,000,000,000
Block Gas Limit (Tempo Reth)

1
10° (17m)

107 (2.8h)

1 1
108 (1.2d)

0 Runtime Deps

Zero-Trust Terminal Supply Chain

FIGURE 08 — Empirical Settlement Finality, 20-Lane Concurrent Burst Throughput & Global Rail Log10 Comparison

Note: Horizontal bar lengths map strictly to Log10(ms) across 6 orders of magnitude (100 ms to 100,000,000 ms) on the controlled ChainID
88888 benchmark testbed.

11.2 Quantitative Network Comparison and Six-Generation Falsification Matrix (v1-v5.1)

To contextualize these empirical measurements against legacy correspondent banking rails and major public

blockchains, the table below compares Linghe Chain across six institutional settlement dimensions:

Architectural
Dimension

Legacy RTGS /
SWIFT & Card Rails

Ethereum L1

Solana Mainnet

Optimistic Rollups
(L2)

MYRILUM Linghe
Chain ( ChainID:
88888)

Deterministic
Finality

Nonce
Concurrency

Gas & FX
Microstructure

Compliance &
Solvency

Hardware TEE &
ZK Bridge

T+0 batchto T+2
(1-3 days cross-
border)

Centralized
custodian DB row
locks

150-300 bps
retail/correspondent
FX spread

Siloed bank KYT;
monthly/quarterly
reports

Contractual SLAs
only

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

~12.8 min
(768,000 ms , 2
epochs)

1D sequential
nonce (HolL stall)

Volatile ETH gas;
AMM curve
slippage

Bypassable ERC-
20 contract
blacklists

Costly Solidity P-
256 without
0x0100

~6—12 s rooted
Tower BFT finality

Account write-lock
contention

Native SOL
mandatory for fee
payer

Token-hook opt-in;
off-chain PoR

Custom BPF
programs; no EVM
parity

~250 ms soft
receipt; 7 days
L1 challenge
window

1D sequential EVM
nonce (HoL stall)

Volatile ETH L1
data-posting floor

Sequencer-level
only; wrapped
bridge risk

Dependent on
third-party relayers

250 ms single-
slot Simplex
BFT (RTO < 250
ms, RPO = @)

0x76 32-lane 2D-
Nonce (20/20
burstin 1,004
ms , @ collisions)

Native

LUSD / LHKD gas
(O0xfeec), 2

bps CLOB &
7.8000 FX pool

Kernel TIP-403
(0x403c) + 24h
Travel Rule + On-
Chain Merkle PoR

0x0100 Low-S
P-256 TEE +
815,381 gas
BN254 Grothl6
(0.027%)
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Architectural
Dimension

Client Supply-
Chain Risk

Legacy RTGS /
SWIFT & Card Rails

Ethereum L1

Proprietary closed
banking terminals

packages

500-1,000+
transitive npm

Solana Mainnet

MYRILUM Linghe

Optimistic Rollups
(L2)

Chain ( ChainID:

88888)

Large JS/Rust SDK  Standard web
dependency graphs  wallet npm
exposure

0 runtime npm

dependencies (
|D|=0), 169

chains, 14 MCP
tools

Every architectural theorem and statutory invariant in this whitepaper is continuously audited by Generator-Verifier
Adversarial Falsification: across six engineering generations (v1.0 through v5.1), 36 deterministic end-to-end

verification gates execute against live consensus, EVM/BPF bytecode, gateway, solver, and telemetry state, requiring
exit code @ on every assertion:

Verification Scope & Core Protocol

Falsified Adversarial Attack Vectors

Generation Gates . L. Status
Modules & Verified Deterministic Outcomes
v1.0 Core Simplex BFT, TIP-20 5/5 Stalled slot progression, missing Block- VERIFIED
L1 ( LHC / LUSD / LHKD ), ERC-8004 , 0 bytecodes, 169-chain key derivation
0x8402...0001 , Sovereign Client drift, EIP-1559 agent registration &
x402 settlement failure
v2.0 TIP-403 ( 0x403c...0000 ), 7/7 Sanctioned LHKD transfer ( HTTP VERIFIED
RegTech 0x8800...0001 , 0x76 32-lane pool, 403 + kernel revert), un-enveloped
TEE 80% / 20% split US$1,200 transfer (HTTP 451),
forged TEE quote
( INVALID_TEE_ENCLAVE_PROOF),
20 -tx HoL stall
v3.0 0x8900...0001 - 0004 , 8/8 Cross-chain sanctions bypass VERIFIED
Omnichain OxdecO...0000, 0x08 BN254 ZK, ( OMNICHAIN_ORIGIN_SANCTIONED ),
0x0100 P-256 Root-CA BN254 proof replay
(NULLIFIER_USED ), rogue PCRO
enclave, 1-0f-4 /2-0f-4 multisig
execution, out-of-band FX peg
(OUTSIDE_HKMA_BAND )
v4.0 LingheOriginEscrow7683 (EVM 6- 6/6 Solver MEV proof front-running VERIFIED
Escrows chain) & ( INVALID_BN254_FILL_PROOF ),
linghe_solana_escrow_7683 Solana cross-instruction Ed25519
(Solana BPF) offset spoofing ( != OxFFFF ), post-
expiry principal lockup
v5.0 LingheSovereignSecurityGuardV5s , 5/5 Pre-ETA timelock execution VERIFIED
Hardening Escrow V5 , Edge Perimeter & Fail- ( TIMELOCK_ETA_NOT_REACHED ),

Closed SRE

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

high-S P-256 malleability (s >
P256_HALF_N ), EOA fake token
(NOT_CONTRACT_TOKEN ),
clientOrderId griefing
(openProtected ), premature refund
race ( ORDER_NOT_YET_EXPIRED ),
pause-immune user refund, >32 KB
DoS (HTTP 413 ), forged admin token
(HTTP 401 ), upstream-loss stale PoR
(0.00% + HTTP 503)
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Verification Scope & Core Protocol Falsified Adversarial Attack Vectors

Generation Gates . L. Status
Modules & Verified Deterministic Outcomes
v5.1 LingheGuardianModuleV51 ( ERC- 5/5 Sub-48h recovery delay VERIFIED
Guardian 7579 Validator/Hook + ERC-7201), (RecoveryDelayTooShort ),
14 -Tool MCP rogue/duplicate guardian vote

(UnauthorizedGuardian /
DuplicateGuardianApproval),
pre-48h finalization
(RecoveryTimelockActive ), O(1)
owner cancelRecovery epoch
invalidation, 24h spend-cap breach
(DailySpendCapExceeded )

SECTION 12

Conclusion

MYRILUM Linghe Chain ( ChainID: 88888 ) demonstrates from mathematical, cryptographic, and distributed systems-
engineering first principles that kernel-enshrined compliance invariants, zero-knowledge and silicon-rooted verifiability,
sub-second autonomous machine micro-settlement, and non-custodial client security are not competing trade-offs, but
mutually reinforcing invariants of a clean-sheet parallel Layer-1 state machine. By uniting 250 ms single-slot Simplex
BFT finality (RTO < 250 ms, RPO = @) and 32 -lane 0x76 2D-nonce concurrency (20/20 burstin 1,004 ms) with
kernel-enshrined TIP-403 policy screening, Cap. 656 -modeled LINGHE_CAP656_HQLA_V1 binary Merkle solvency
verification (101.20% LHKD and 100.50% LUSD benchmark states), canonical low-S EIP-7951 (0x0100 ) confidential
Al execution (80% / 20% dust-free royalty split), bridgeless ERC-7683 (~936 ms)and BN254 Grothl6 (815,381 gas,
0.027% slot share) cross-chain settlement, 3-of-4 timelocked multi-jurisdictional governance, and a @ -dependency
169 -chain self-custodial client, Linghe Chain establishes a reproducible and falsifiable systems-engineering foundation
for verifiable distributed computation and settlement.

STATUTORY MANDATE 12.1 — Hong Kong Legal Boundary, Software R&D Scope, and Non-Offering Notice

1. Protocol & Software R&D Author (Zero Individual Pll under Cap. 486 ): This formal technical specification
is authored and published exclusively by MYRILUM LIMITED , a private company limited by shares
incorporated in the Hong Kong Special Administrative Region under the Companies Ordinance ( Cap. 622 of
the Laws of Hong Kong), holding Company Registration Number / Unique Business Identifier (UBI) 80912065
and Business Registration Certificate Number 80912065-000-07-26-0 (Business Registration Ordinance,

Cap. 310 ), with its statutory registered office at UNIT 1603, 16/F THE L. PLAZA, 367-375 QUEEN'S RD
CENTRAL, SHEUNG WAN, HONG KONG . In strict compliance with the Personal Data (Privacy) Ordinance ( Cap.
486 ), zero natural-person Pll is recorded in protocol state or in this technical specification.

2. Pure Software/Protocol R&D Boundary ( Cap. 32 / Cap. 571 / Cap. 656 / Cap. 615): MYRILUM
LIMITED acts strictly as a distributed-systems protocol and 100% client-side non-custodial software R&D
author, and does not issue, offer, custody, broker, or actively market any “security” or “collective investment
scheme” (CIS) under the Securities and Futures Ordinance ( Cap. 571 ), any prospectus-regulated instrument
under the Companies (Winding Up and Miscellaneous Provisions) Ordinance ( Cap. 32 ), any “specified
stablecoin” under Sections 8 and 9 of the Stablecoins Ordinance ( Cap. 656 ), or any regulated virtual asset
service under the Anti-Money Laundering and Counter-Terrorist Financing Ordinance ( Cap. 615 ). LHKD ( 0x20
C 00000 0000 00002 ), LUSD ( @x20C 0000 0000 001 ), and LHC (@x2
oC 00000 000000 00000 ) are enshrined protocol ledger primitives and non-circulating

deterministic benchmark states enforcing zero yield (1,4 = 0) With zero dividend or reserve-profit rights.
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3. International Technical Specification Notice ( EU MiCA Titles Ill & IV / U.S. Regulation S): Nothing herein
constitutes a financial promotion, investment solicitation, or an Asset-Referenced Token (ART) or E-Money
Token (EMT) offering document under Titles lll or IV of Regulation (EU) 2023/1114 ( MiCA ), nor an offer or
solicitation of securities in the United States or to any “U.S. Person” under Regulation S (17 C.F.R. §
230.901 et seq. ).

APPENDIX A

Canonical Registry of Genesis System Contracts, Enshrined Precompiles, and Post-
Genesis Security Modules

All 40-hexadecimal-character protocol addresses on Linghe Chain ( ChainID: 88888, 0x15b38 ) are deterministically
fixed in Genesis Block-0 ( 96208e9900b218935143be3024d2602566a86d61caad06d42399f35b83afd991 ), complemented by non-

genesis-mutating v5.0 audit-hardening and external origin-escrow modules.

A.1 Enshrined Genesis TIP-20 Protocol Ledger Primitives (6 Decimals, 10° Atomic Units)

Exact Genesis Address DSBS IO

Symbol Canonical Primitive Name (TIP-20) Reference Invariant
Constraint
LHC Linghe Coin 0x20C0 0000 Four-jurisdiction Simplex
0000000000000000 BFT validator staking weight,

slashing buffer & base compute
ledger primitive

LUSD Linghe USD 0x20C00 0000 @ 1:1 USD HQLA-modeled
0000000000000001 (100.50% benchmark state,
zero-interest) x402 &
sponsored-gas ledger primitive

LHKD Linghe HKD 0x20C000 0000000000 Cap. 656 -modeled 1:1
0000000000000002 HKD ( 101.20% benchmark
state, zero-interest) ledger
primitive bound to TIP-403
Policy #2

A.2 Canonical Registry of 18 Genesis System Contracts, Kernel Precompiles, and Cryptographic
Primitives

Architectural . e Exact On-Chain Primary Protocol
# Canonical Module Identifier
Layer : “ " Address (SSOT) Responsibility
1 Al Agent Layer LingheERC8004IdentityRegistry 0x800400000000  Sovereign ERC—
000000000000000 8004 agent
0000000000001 handles, service
endpoints & zero-PlI
ZK-KYB badges
2 Al Agent Layer LingheERC8004ReputationRegistry 0x800400000000 X402 settlement-

000000000000000  bound Sybil-

0000000000002 resistant scoring &
TEE verifiable
inference ledger
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10

11

12

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

Architectural
Layer

Al Agent Layer

Session Guard
Layer

Reserve Audit

Layer

Omnichain Layer

ZK Bridge Layer

Silicon TEE Layer

Governance Layer

Kernel Precompile

Kernel Precompile

Kernel Precompile

Canonical Module Identifier

LingheERC8004ValidationEscrow

LingheSessionKeyManager

LingheComplianceReserveVault

LingheOmnichainSettler

LingheZkLightClientBridge

LingheHardwareAttestationVerifier

LingheSovereignTimelockMultisig

TIP-403 Policy Registry

Enshrined StablecoinDEX

2D Nonce Manager

Exact On-Chain
Address (SSOT)

0x800400000000
000000000000000
0000000000003

0x840200000000
000000000000000
0000000000001

0x880000000000
000000000000000
0000000000001

0x890000000000
000000000000000
0000000000001

0x890000000000
000000000000000
0000000000002

0x890000000000
000000000000000
0000000000003

0x890000000000
000000000000000
0000000000004

0x403c00000000
000000000000000
0000000000000

0xdec000000000
000000000000000
0000000000000

0x4e4f4e434500
000000000000000
0000000000000

Primary Protocol
Responsibility

High-value Al task
escrow, TEE quote
check & dust-free

80% / 20%
royalty split

Scoped popup-free
session keys

( maxBudget ,
maxPerTx ,
expiresAt,
allowlist)

Cap. 656 fail-
closed HQLA binary
Merkle root vault &
cross-chain audit
ledger

ERC-7683 sub-
second intent
customs & HKMA

[7.7500,
7.8500] linked-
rate FX pool

BN254 Grothl6
cross-chain state-
root verifier &
nullifier-guarded
release vault

EIP-7951 NIST
P-256 vendor
Root-CA (NVIDIA
H100 / AWS Nitro) &
PCRO registry

Four-jurisdiction
( HK-HKMA , SG-
MAS , JP-FSA,
CH-FINMA) 3-
of-4 BFT vault

Rust execution-
kernel native
sanctions blacklist &
transfer
authorization

registry

Rust native CLOB
stablecoin FX book
( LUSD/LHC ,
LHKD/LHC , 1
bps tick spacing)

0x76 two-
dimensional parallel
(nonceKey,

seq) channel state
manager
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Architectural

#
Layer

13 Kernel Precompile

14 Kernel Precompile

15 Kernel Precompile

16 Universal
Predeploy

17 ZK Curve
Precompiles

18 TEE Curve
Precompile

Canonical Module Identifier

Account Keychain

Simplex Validator Config

TIP Fee Manager

Canonical Permit2

BN254 ecAdd / ecMul / ecPairing

Osaka EIP-7951 P256VERIFY

Exact On-Chain
Address (SSOT)

Oxaaaaaaaad000
000000000000000
0000000000000

@xcccecccccoooo
000000000000000
0000000000000

0xfeec00000000
000000000000000
0000000000000

0x000000000022
d473030f116ddee
9f6b43ac78ba3

0x000000000000
000000000000000
0000000000006

( 0x000000000000
000000000000000
0000000000007 ,

0x000000000000
000000000000000
0000000000008 )

0x000000000000
000000000000000
0000000000100

Primary Protocol
Responsibility

Native account
keychain &
hardware Passkey /
WebAuthn
delegation
precompile

Simplex BFT
validator committee
Ed25519 keys &

cross-region
consensus weights

Native multi-
stablecoin

( LUSD / LHKD ) gas
sponsorship & fee
liquidation engine

Scoped signature-
based token
approvals
eliminating
persistent infinite
allowances

alt_bnl28 G,
addition ( 0x06 ),
scalar multiplication
(0x07 ) & 4-pair
bilinear pairing
check ( 0x08 )

Native NIST
secp256rl ( P-
256 ) HSM,
confidential enclave
& Passkey verifier

A.3 Post-Genesis v5.0 / v5.1 Security Guard, Guardian Module, and Cross-Chain Escrow Modules

Canonical Module Name

Target Execution Environment

Key Security & Audit-Hardening

Capabilities

LingheSovereignSecurityGuardV5

LingheGuardianModuleV51

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)

Linghe Chain ( ChainID: 88888 , bound
to 0x8800...0001 &
0x8900. ..0004 )

Linghe Chain ( ChainID: 88888, ERC-—
7201 slot 0xdbe899592084361d943d6683
d5f7b77771cb@cd568857811185f57de7fd7
b700 )

Enforced eta =

queuedAt +

minDelay 3-o0f-4 timelock, canonical
low-S P-256 ( 0x0100 ) verifier, live
LINGHE_CAP656_HQLA_V1 Merkle PoR
inclusion verifier & whitepaper SHA-256

anchor

Zero-admin ERC-7579 Validator ( Type
1)&Hook ( Type 4): k—of-n Passkey
(Qx, Qy) social recovery (>= 48 h

timelock floor + O(1)

cancelRecovery() epoch veto) &
rolling 24 h per-token spend cap

Page 63 of 69



MYRILUM Linghe Chain Formal Technical Whitepaper v2.0 (EN)

MYR-WP-TECH-2026-V2.0-EN | ChainlD 88888

Canonical Module Name

LingheOriginEscrow7683

linghe_solana_escrow_7683

LingheSmartAccount7702

Target Execution Environment

Key Security & Audit-Hardening
Capabilities

External EVM Origin Chains (1, 10, 56, ERC-7683 bidirectional vault enforcing

8453, 42161)

token.code. length > @, exact

balance-delta accounting,
openProtected anti-griefing IDs,

refundGraceBuffer (1,800 s),
BN254 Grothl6 / 3-o0f-4 solver
reimbursement & pause-immune
refundExpiredOrder

Solana Mainnet ( 900 , Program ID Anchor/BPF per-order PDA SPL vault
Lh7683Escrow1111111111111111111  ( [b"lh_escrow", order_id]),

111111111111

Ed25519SigVerify sysvar
introspection ( @XFFFF inline lock, 3-of-
4 guardian bitmask),
refund_grace_buffer & pause-
immune refund_expired

Linghe Chain ( ChainID: 88888 EIP- Zero-migration EOA smart account uniting

7702 Delegation Target)

0x0100 WebAuthn Passkey owners,
ERC-7579 single/batch execution
(@xe9ae5c53 ), and ERC-1271
(0x1626ba7e)

APPENDIX B

Byte-Level Wire Layouts and Cryptographic Domain-Separation Schemas

B.1 LINGHE_CAP656_HQLA_V1 Binary Merkle Leaf Preimage ( Keccak-256)

Constructed identically by the x402 Compliance Settlement Gateway and
LingheSovereignSecurityGuardV5.computeHqlaLeafHash via unpadded abi.encodePacked serialization (total width
57+ Lsym + Lbic + Lmask bytes):

Byte Offset Field Identifier S?"d'ty/ L Canonical Encoding & Domain Constraint
Wire Type (Bytes)
[0 .. 20] domainSeparator string 21 Exact ASCII tag "LINGHE_CAP656_HQLA_V1"
(UTF-8 (0x4c494e474845514341503635365148514¢c41515631)
ASCII)
[21 .. assetSymbol string Lym (4)  Enshrined FRS ticker ("LHKD" or "LUSD" , packed without
21+L_sym— (UTF-8 length prefix)
1] ASCII)
looo 44 custodianBic string Ly (11)  Licensed custodian bank 11-character SWIFT BIC (e.g.,
L_bicl (ISO 9362) "HSBCHKHHHKH" )
[oor + accountMask string L ask Privacy-masked segregated statutory trust sub-account
L_mask] (UTF-8 identifier
ASCII)
[end-36 .. valuationAtomic uint256 32 Mark-to-market HQLA valuation in 10® atomic units
end-5] (big-endian)
[end-4 .. maturityDays uint32 4 Residual sovereign bill / deposit maturity in days (z,, € [0,90])
end-1] (big-endian)

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065)
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B.2 LINGHE_HW_ATTESTATION_V3 Silicon Enclave Quote Preimage ( 168 Bytes —> SHA-256)

Hashed via SHA-256 (0x02)in LingheHardwareAttestationVerifier.computeHardwareQuoteDigest ( 0x890000000000

nnnnnnnnnnnn

3 ) to bind silicon Root-CA quotes to a unique chain, contract, image measurement, and

expiry
Byte Offset (Hex / Field Identifier Solidity Type Width (Bytes) C_anc.mlcal Value / Cryptographic
Dec) Binding Role
[0x00..0x17] domainTag bytes24 24 "LINGHE_HW_ATTESTATION_V3"
(0..23) (ASCII)
[0x18..0x37] chainId uint256 (BE) 32 88888 (0x00...00015b38 ),
(24..55) eliminating cross-network quote replay
[0x38..0x4B] verifierAddress address 20 Target verifier contract ( 9x890000000000
(56..75) 0000000 00000 3)
[0x4C. .0x6B] vendorId bytes32 32 Right-padded silicon manufacturer Root-
(76..107) CAkey ID (e.g., "NVIDIA-H100" )
[0x6C. .0x8B] pcr@Measurement bytes32 32 Enclave image measurement hash
(108..139) (approvedPcroMeasurements [pcro]
== true)
[0x8C. .0x9F] runtimeSigner address 20 Ephemeral in-enclave secp256k1 task-
(140..159) signing address
[0xAQ. .0xA7] validUntil uint64 (BE) 8 Quote UNIX expiration timestamp (

(160..167)

LyatiaUntil > Tolock)

B.3 LINGHE_PROTECTED_CLIENT_ID_V5 Anti-Griefing Order-ID Preimage ( 133 Bytes —> Keccak-256)

Computed by LingheOriginEscrow7683.computeProtectedClientOrderId(user, rawClientSalt) during
openProtected so public mempool observers cannot front-run and squat an institutional client’s orderId slot:

g‘ét:) Offset (Hex/  cic1d Identifier Solidity Type Width (Bytes)  Security Invariant

[0x00..0x1C] domainTag bytes29 29 "LINGHE_PROTECTED_CLIENT_ID_V5"
(0..28) (ASCII)

[0x1D..0x3C] originChainId uint256 (BE) 32 Origin EVM chainID (1, 10, 56,
(29..60) 8453, or 42161)

[0x3D..0x50] escrowContract address 20 Origin LingheOriginEscrow7683 vault
(61..80) address

[0x51..0x64] user address 20 Authenticated msg.sender / EIP-712
(81..100) maker address (prevents third-party

collision)
[0x65..0x84] rawClientSalt bytes32 32 Client-generated 256-bit idempotency salt

(101..132)

B.4 Osaka EIP-7951 P256VERIFY (0x0100) 160-Byte Call Frame & Canonical Low-S Bound

Over NIST secp256r1 with prime order np,ss = 0xFFFFFFFFO0000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551 ,
raw ECDSA admits signature malleability (r,s) ~ (r, npys5 — 5).
LingheSovereignSecurityGuardV5.verifyCanonicalP256Signature enforces strict half-order canonicalization prior to
STATICCALL on 0x000000 0000 00000000100 :

MYRILUM LIMITED (HK Cap. 622 | UBI 80912065) Page 65 of 69



MYRILUM Linghe Chain Formal Technical Whitepaper v2.0 (EN) MYR-WP-TECH-2026-V2.0-EN | ChainID 88888

Enforced
ALY Parameter Solidity Type Width (Bytes) Mathema.tlcal & .
Dec) Precompile Domain
Check
[0x00..0x1F] messageSha256 bytes32 32 Big-endian SHA-256
(0..31) digest of the signed
attestation or Passkey
payload
[0x20..0x3F] r bytes32 32 Big-endian scalar
(32..63) satisfying 0 <r < np,s¢
[0x40..0x5F] s bytes32 32 Canonical low-S:
(64..95) 0 <S<Lnpyse/21= 0x7
FFFFFFF800000007FFF
FFFFFFFFFFFFDE737D5
6D38BCF4279DCE5617E
3192A8
[0x60..0x7F] gx bytes32 32 Affine x-coordinate in
(96..127) p. (Q# 0, verified
P256
on curve
y2 =x’ —3x+ b)
[0x80. .0x9F] qy bytes32 32 Affine y-coordinate in
(128..159) [Fpm; precompile

returns 32 -byte
uint256(1) iff valid

B.5 Solana Ed25519Sigverify Sysvar Header & Inline Instruction-Index Lock ( 0xFFFF)

In linghe_solana_escrow_7683, claim_by_solver computes the 32-byte Keccak-256 fill attestation digest
expected_msg over a fixed 213-byte domain-separated preimage and introspects preceding
Ed25519SigVerify11111111111111111111111111111 inStrUCtionS(header_end =2 + 14 % k):

IR Attestation Field TR L Width (Bytes) Canonical Value / Domain Constraint
Range Type

[0 .. 32] domainSeparator [u8; 33] 33 "LINGHE_SOLANA_ESCROW_7683_FILL_V4"

(ASCII)
[33 .. 40] destinationChainId ué4 (BE) 8 88888 (0x0000000000015b38 )
[41 .. 60] destinationSettler [u8; 20] 20 0x89000000 000 000000
01

[61 .. 92] orderId [ug; 32] 32 Escrowed ERC-7683 PDA order_id

[93 .. solverPubkey Pubkey 32 Reimbursed Solana solver public key (blocks
124] ( [us; 321) MEV front-running)

[125 .. lingheRecipient [ug; 20] 20 Verified destination recipient on Linghe Chain
144]

[145 .. lingheOutputToken [ug; 20] 20 Settled TIP-20 stablecoin ( LUSD or LHKD )
1641]

[165 .. outputAmount u64 (BE) 8 Settled 6-decimal atomic output amount
172]

[173 .. lingheBlockHeight u64 (BE) 8 Finalized Simplex BFT block height (> 0)
180]
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ACIUEEDIEE Attestation Field AITES UL Width (Bytes) Canonical Value / Domain Constraint
Range Type

[181 .. lingheTxHash [ug; 32] 32 Finalized Linghe Chain settlement transaction
212] hash (# 0%°)

s Header Offset Field Identifi Wire T BPF Validation Invariant Enforced in

ysvar Header Diise e entitier ire Type verify_ed25519_ix_against_guardians

[0] num_signatures us k>1;requires data.len() >= 2 + 14 %
k

[1] padding u8 Strictly datal[l] == 0x00 (rejects non-
canonical header padding malleability)

[2 + 141 + 0..1] signature_offset ulé (LE) >= header_end and sig_offset + 64
<= data.len() (prevents header-aliasing
overlap)

[2 + 141 + 2..3] signature_ix_index ulé (LE) == OxFFFF (ul6::MAX) inline instruction
lock (defeats cross-instruction payload spoofing)

[2 + 141 + 4..5] public_key_offset ul6 (LE) >= header_end and pk_offset + 32 <=
data. len() ; matched against 4 guardian
Ed25519 keys

[2 + 141 + 6..7] public_key_ix_index ulé (LE) == QXFFFF (ul6::MAX ) inline instruction
lock

[2 + 141 + 8..9] message_data_offset ul6 (LE) >= header_end and msg_offset + 32
<= data. len() ; slice must equal
expected_msg

[2 + 141 + message_data_size ulé (LE) == 32 (exact 32-byte Keccak-256 fill

10..11] attestation digest)
[2 + 141 + message_ix_index ulé (LE) == OXFFFF (ul6::MAX) inline lock; 4-bit
12..13] verified_guardian_mask.count_ones()

>= 3

APPENDIX C

Normative Standards, Statutory Ordinances, and Scientific References

1. C. Dwork, N. Lynch, and L. Stockmeyer, “Consensus in the Presence of Partial Synchrony,” Journal of the ACM
(JACM), vol. 35, no. 2, pp. 288-323, Apr. 1988.

2. B. Y. Chan and R. Pass, “Simplex Consensus: A Simple and Fast Consensus Protocol,” in Proc. Theory of
Cryptography Conference (TCC) / IACR Cryptology ePrint Archive, Paper 2023/463, 2023.
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